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Technical Support
If you have a technical support question, please consult the GWAVA Technical Support section of the
website at www.gwava.com. For technical support, call 801-437-5678.

Sales

To contact a GWAVA sales team member, please e-mail info@gwava.com or call Tel: 866-GO-GWAVA (866-
464-9282) in North America or +1 514 639 4850.

Suite 500, 100 Alexis Nihon Blvd., Montreal, Quebec, H4M 2P1, Canada

About Redline

Redline is a reporting and monitoring solution for Novell GroupWise® that provides a Dashboard for quick
access to the most critical areas of GroupWise®. Redline produces real time alerts, reports for system
analysis, capacity planning, and security auditing.

Obtaining Redline
Redline can be downloaded for trial at the main GWAVA website: www.gwava.com
Or the direct link to the download form: http://www.gwava.com/products/dev_downloadform.php

Copyright Notices

The content of this manual is for informational use only and may change without notice. GWAVA Inc.
assumes no responsibility or liability for any errors or inaccuracies that may appear in this documentation.
GroupWise and WebAccess are registered trademarks of Novell, and copyrighted by Novell. Windows is
copyrighted by Microsoft. © 2011 GWAVA Inc. All rights reserved. ® GWAVA is a registered trademark.

»  Portions copyright 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, and 2004 by Cold Spring Harbor

Laboratory. Funded under Grant P41-RR02188 by the National Institutes of Health.

Portions copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 by Boutell.Com, Inc.

Portions relating to GD2 format copyright 1999, 2000, 2001, 2002, 2003, 2004 Philip Warner

Portions relating to PNG copyright 1999, 2000, 2001, 2002, 2003, 2004 Greg Roelofs

Portions relating to gdttf.c copyright 1999, 2000, 2001, 2002, 2003, 2004 John Ellson (ellson@graphviz.org)

Portions relating to gdft.c copyright 2001, 2002, 2003, 2004 John Ellson (ellson@graphviz.org)

Portions relating to JPEG and to color quantization copyright 2000, 2001, 2002, 2003, 2004, Doug Becker and copyright

(C) 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, 2003, 2004 Thomas G. Lane. This software is based in part on

the work of the Independent JPEG Group. See the file README-JPEG.TXT for more information

»  Portions relating to GIF compression copyright 1989 by Jef Poskanzer and David Rowley, with modifications for thread
safety by Thomas Boutell

»  Portions relating to GIF decompression copyright 1990, 1991, 1993 by David Koblas, with modifications for thread safety
by Thomas Boutell

»  Portions relating to WBMP copyright 2000, 2001, 2002, 2003, 2004 Maurice Szmurlo and Johan Van den Brande

»  Portions relating to GIF animations copyright 2004 Jaakko Hyvatti (jaakko.hyvatti@iki.fi). This software is provided “AS
IS.” The copyright holders disclaim all warranties, either express or implied, including but not limited to implied
warranties of merchantability and fitness for a particular purpose, with respect to this code and accompanying
documentation

»  Although their code does not appear in the current release, the authors also wish to thank Hutchison Avenue Software

Corporation for their prior contributions

Toffa SyncWise 2005 is produced by Toffa International

Blackberry is produced by Research in Motion LTD

NotifyLink is produced by Notify Technology Corporation.

YV VVVVYVY

vV VvV
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Minimum System Requirements

Core Requirements:
GroupWise 5.5EP, 6.0, 6.5, 7, and 8 (GW 7 or 8 are recommended for full functionality)
Agent: 10MB Hard Drive Space and 5MB free system memory.
Control Center: Minimum 30 MB Hard Drive Space. DB storage will require additional space, (see
specific instructions below).
—There is a bug in GroupWise 6.5 SP2 preventing correct operation of Redline. This version is NOT
supported.—

Specific Operating System requirements:
Netware: NW 6.5 with SP 6. (There is a known issue with the Redline Agent and/or Control Center
running protected memory with 6.5 SP7 & SP8) --Older NetWare systems which may work but are
no longer tested or supported: 5.1 with SP 8; 6.0 with SP5 and the latest FTF LibC update
Linux: SLES 10 all SP on 32/64 bit; SLES 11 32/64 bit; Linux OES2 32/64 bit
Windows Agent: Windows 2000 SP4, 2003, 2008

Servers running the Redline Control center should have free memory based on this calculation:
40MB + 4MB for every agent + largest GWCheck file * 1.5. Example:
A system with 100 GW Agents registered and GWCHeck file with up to 1GB:
40MB + (100 * 4) + (1000 * 1.5) = 1940MB.
Ensure the system has enough disk space for the Control Center database. The DB can grow
to several GB depending on how the GroupWise system is used.

Supported internet browser
Linux, Windows or Mac. (IE6 or 7, Firefox, Mozilla suite, Konqueror)

It is recommended, that wherever possible, the Redline Control Center be run from a dedicated server.

The following component integrations are supported

» GroupWise Exchange Gateway » GroupWise Document Viewer Agent
» GroupWise Notes Gateway > GroupWise WebAccess Application
» GroupWise AP| Gateway » GroupWise Mobile Server 1 and 2 (Windows and
» GroupWise Messenger 1.0 SP4 or higher Linux)
» GroupWise Messenger Archive Agent 1.0 SP4 or » GroupWise Async Gateway 2.0
higher » GWAVA Retain Server and Worker
» Guinevere 3 or higher » GWAVA Vertigo
» GWAVA 3.60 or higher » Notifylink 4
» GWAVA 4/5 » BlackBerry Enterprise Server 4.0 SP2 all versions for
» GWAVA Reveal 1.1 GroupWise
» GWAVA Reload 1.x and 2.x » Advansys Archive 2 Go
» GroupWise Domain » Linux, NetWare and Windows Host
» GroupWise Post Office » Redline Self monitoring including the Redline
» GroupWise Internet Agent Database
» GroupWise WebAccess Agent

Redline 3.5 Copyright © Gwava Inc. 2011 5



Understand How Redline Works

Because each and every component requires specific instructions for integration, it is recommended that
administrators read through this manual before installing the Redline Program to avoid frustration and
confusion.

Redline provides reliable monitoring, analysis, and audit tools for GroupWise systems of any size. Redline
collects information and combines it together in a central location. To collect this information from
separate locations of any GroupWise system, Redline is comprised of two separate programs, the Redline
Agent and the Redline Control Center.

The Redline Agent (also referred to as RLAGENT) connects to the GroupWise agents, and any other
supported programs, to gather information regularly. The information is then forwarded to the Redline
Control Center. The Redline Agent reads configuration from the configuration file, (RLAGENT.CONF in
Linux or NetWare, RLAGWIN.CONF for Windows), which tells the agent how to connect to the Redline
Control Center, which holds all configuration for the Agent.

The Redline Control Center (also referred to as RLCENTER) takes the information from one or more Redline
Agents through the Agent Listener and stores it in SQL database files. The RLCENTER also stores graphs and
alerts in the same manner. For easy administration access, the RLCENTER contains an embedded HTTP web
server. The RLCENTER also contains a report and page generator that work with an alert engine, a
notification engine, and graph generators to analyze and organize the data that is collected.

In all Redline system installations, regardless of how large or small your GroupWise system is, there must
be at least one RLAGENT and one RLCENTER. (There are three exceptions: Reveal, Vertigo, and Advansys
Archive2Go does not require or use RLAGENT to communicate with RLCENTER. They communicate directly
to the Control Center.)

HTTP Server
Agent Multi-Threaded
Listener

Report Page
Generator Generator

Control Center

|Graph Engine Alert Engine Data Analyzer SQL Database XML Interface

In a typical system, one RLCENTER is installed for a GroupWise system, and every server running a
monitored component of the system will have one RLAGENT installed. (While it is possible to have each
RLAGENT report to multiple RLCENTERs, it is not recommended or practical in most cases.)

The RLCENTER serves as a central repository for information gathered and for administration. RLAGENT

Redline 3.5 Copyright © GWAVA Inc. 2011 6



communicates via TCP/IP to RLCENTER in order to send the collected data. This means that a RLAGENT does
not need to be installed on the same machine as an existing RLCENTER.

RLAGENT communicates to the monitored system via both TCP/IP and direct file access, depending on the
component integration. While, theoretically, administrators can install RLAGENTSs on servers separate from
the GroupWise agents and collect some of the information needed, administrators would not be able to
generate all of the desired reports. For all reports, local access is necessary. The Linux Agent in Redline 3.5
can be used to gather all data remotely, but requires file access through network mount points. (The option
is discouraged, but possible.) In that case no agent is required on NetWare or Windows.

The RLAGENT automatically tries to connect to each of its configured components every two minutes.
The RLCENTER runs only on Netware and Linux, while the RLAGENT runs on Netware, Linux, and Windows.

It is recommended to run the Control Center on a dedicated Linux box due to database file size limitations
on NetWare. Only extremely small organizations should consider running the Control Center on NetWare.

Redline
Control Center

Redline 3.5 Copyright © GWAVA Inc. 2011 7



Redline Control Center

The Redline Control Center is the information and management interface for Redline. The Control Center is
organized into main sections along the top, tabs under each section, and a system object or information
tree window on the left. The main window displays information according to the selected main section and
tab.

Red line ¥ Logout @ Admin Guide @ Install Guide
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
RT STATUS Dashboard Full Health Quick Health @——— =
All Alerts Dashboard (Demo Version expires in 15 days) # Default @ Help
GIV Internet Agent
Gauges Status Values
Host
Redline Agent Description Current 2 Min Delta Status Trend
e POA C/S Requests per User 0 o @ @
FOA Undeliversble esssges 0 0 (V] (=]
I ecse POA Problem Messages 0 o @ 4)
e MTA Routed Messages 0 0 [~] (=]
@ Al informational Alerts MTA Undeliverable Messages 0 o ] @
All Minor Alerts MTA Error Messages 0 0 [~] -]
All Problem Alerts POA Total Messages \WebAemss Cument User 0 o 9 @
e (System Wide) Internet Avsilable Send Thrsacs E 0 @ 4)
Internet Available Receive Thresds 16 0 (V] @
Internet Reley Rejected 0 o [} @
3 SPAM Heuristics Blocved 0 0 [} @
4.5 Messages Frocessed Blocked 0 0 & (=)
435 Messages Blooved 0 0 [} @

m,

& =level () =upwardtrend () =downward trend

POA Connected Users

{System Wide)

Graphs

Internet Hessages In/Out
Largest: O
Largest: O

Smallest: @
Smallest: O

Average: 0
Average:

Total: ©
guiaStatMsgsiut Total: 0

10

=3

POA C/S Threads Available

[System Wide)

o
9 & 7 6 5 4 3 2 4 0 23 2220 20 19 18 417 46 15 14 13 12 11 10 9 &

Donain Hessages
Smallest: o
Smallest: o

Largest: O
Largest: 0

Total: 0
Total: 0

Average: 0
mtaErrortsgs Average: 0

10

g

&

Through navigation of the main sections, administrators have access to information about their entire
GroupWise systems including: alerts, reports, system details (called System View), as well as Redline
configuration screens. There are buttons for configuring the automatic refresh rate for the screen, logging
out, and a link to the online manual.

The default page of the Redline Control Center displays all major alerts, warnings, and system statistics for

a quick general system health overview at a glance. —
ALERT STATUS

®

Dashboard

Dashboard is the default section of the Redline Control Center. The Dashboard shows a
quick overview of the system, a full system health view, and a quick health view. There
is also a total system health bar just below the tabs, showing a percentage health
status.

3
®
@
x
3
@
4
4

The main dashboard window contains an alert display on the left side of the window,
showing the current status of all known agents, both for GroupWise and Redline
systems, as well as a legend at the bottom of the window, listing the severity of all alerts and situations.

If the graphs, gauges, or status values have been incorrectly configured, selecting the ‘Defaults’ button will
reset the gauges, graphs, and status values to their default settings.

Redline 3.5 Copyright © GWAVA Inc. 2011 8



The ‘Help’ button provides quick access to contextual help for any main
section currently displayed. The quick help window opens in the
information panel. By clicking on the “Close” button the contextual help
window will be closed and the full Dashboard is visible again.

Dashboard

This page is called the Dashboard, because it uses gauges and graphs to
display vital system information and health status. The Dashboard tab
shows levels of message movement at the GWIA and Domain, open and
user thread levels and total system wide messages passing through the
Post Office Agent or Agents. By default, the graphs and gauges are
updated every 4 minutes.

Quick Help
Dashboard £ Close

Note: The Dashboard consists of a saries
of windaws, sach displaying useful

status infarmatien. Eash window can be
diduall min g and maimimad.

“rou may alzo click the button ta
configura the contents of the wind o,

Dsfault Button: I you prass this button the dashboard
will be reset o factery defaults, This
anly affects the currently logged in user.

Gauges: The gauges show the current value in 2
RPM style. This i a summary of all
registarad agants known to Redline, By
using the gauges you may see haw
many users are logged in your system at
the mament.

Status values: Th alycs are 3 fall

The Graphs present on the Dashboard, along with all stats, can be configured and changed through Redline

Configuration section.

Full Health

The Full Health Dashboard lists all agents known to Redline, including Uptime, Version and Platform

information.

The icons are color-coded on the Health pages as well as the Alerts and Status pages:

Green = Online and Reporting
Orange = Redline Agent is down, status unknown
Red = Offline, mouse over for time of last contact.

Blue = Agent not reporting, but monitored item only reports when used. (Some monitored systems are
intermittent use and do not have full uptime or has constant reporting applicable. le. Vertigo, Reveal,

etc...)

Mousing over the plug icons at any time
will display the time data was last received.

Uptime:
Every agent’s uptime (when
available) is shown here.

Dashboard Full Health Quick Health User Dashboard

Not Connected:

:D S2.34 & Full Health
All agents that are not i3 Agents NOT Connected
. . Wi
reporting any data are listed at = Agents Connected

H 1% RETAINZ Linuw«vemsion SLES 11 (15851 SF O

u« ” s
the top The pIUg icon turns red Q@ & RETAINZ-GWAVAI version 4.51/build 80 trelease) running on Linux

in thIS case. Agents Wlth a blue I"'I 3§ & RedlineDatabase version SOLite 3.5 running on Linux 2 6.27.18-5-pas

are also ||Sted here When not 2 W po.dom vemsion 8.0.1 (0821/2008) minning on Linux
reporting to Redline

Connected:

i % Gwia vesion 8.0.1 (08/21/2009) unning on Linws Release 2.5.27.18-5-pae

"] & MTA Version 801 (%21/2009) wnning en Linux
:> 0 & RLAgent-RETAINZ version 2.5.0 (937) unning on Linuws 2.5.27.19-5-pae

Uptime: 0d 1h 5m [EIREIIF

Uptime: 1d 1h 3m |2
Uptime: 0d Oh 45m

Uptime: 0d 1h 1m [B

Uptime: Od 1h 1m |2

Uptime: Od 1h Zm |2

Uptime: 0d Oh 4<tm [EEREENS

All agents actively sending data
are listed in the second table.
Version and Platform:

The currently installed Version of an agent and the
platform where it is running on is listed here. That way you
can get a very quick overview if there are agents which
need to be updated to the latest version.

If you click on an agent name you will be directed to the System View with all the details of this agent.
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Quick Health
The Quick Health Dashboard lists all agents known to Redline in a very compact format. The goal is to list as

many agents as possible on one screen.

Not Connected:
All agents that are not

reporting any data are Dashboard | Full Health  Guick Health  User Dashboard

listed at the top. The “plug” . Quick Health s
icon turns red in this case o RosmHoT Somneed

(Agents with a blue '+' also
listed when not reporting)

W& Agents Connected

21 W& RETAIN2 @ & RETAIN2 . GWAVA4 4 & RedlineDatabase ta & po.dom

%8 Gwia @ ENTA @ & RLAgent-RETAINZ

Connected:
All agents actively sending
data are listed in the second table.

If you click on an agent name you will be directed to the System View with all the details of this agent.

Alerts

All active alerts are listed on the Redline alerts page. Redline allows you to examine these alerts in detail,
giving you a rich understanding of what is taking place in your messaging system. The alerts can be filtered
by agent type, severity or any free definable search criteria. A built in knowledgebase explains in more
detail what an alert could mean.

REC”Ine Ed Logout @ Admin Guide @ Install Guide
.|

Configure Favorites Auto Refresh

ALERT STATUS Active Alerts

My Alerts
!

- Active Alerts @ Help

GV Internet Agent Remove Selected  Mark Solved  Remave Al Alert Engine: Running 30 Jtems per Page
GW Message Transfer Agent | Date Time Status Agent Description Assigned to Action

G\ Post Office Agent [ 20110111 oesz00 rlcentend? haostAgentState should be == Up, but is Down Unassigned - |I| P47 F L
GWAVA 4.x/5 O 20110117 140800 &3 9 po.dom poaAgentState should be == Up, but is Down Unassigned - (3] 3 H % i)
R E 20110117 141000 & gwava & gwav4AgentState should be == Up, but is Down Unassigned ~ [B] ¥ B % i
s fent Fl 20110147 141000 €3 dom.GWIA  gwiaAgentState should be == Up, but is Down Unassigned ~ [#] # H % i
R— E 20110117 141000 dom miaAgentState should be == Up, but is Down Unassigned ~ [#] & H % i)

All Normal Alerts

@ Al informational Alerts

All Minor Alerts
All Problem Alerts
All Critical Alerts

Alert Status

Status Icons:

The currently highest alert of
an agent type is shown here. >=—73
If you click on a row, you see
all alerts of this agent type.

Known Agents:

The Alert Status List is expanded automatically as
soon as an agent of a particular type is known to
£ < the Control Center. If there is no agent of a
specific type known, the line doesn't show up at
all.

ALERT STATUS

All Normal Al

All Infor mational

Status Agenda: v
All available severities are Al Frob
listed here. If you click on R
one of these icons, you will
see all alerts with the selected
severity.

Search Alerts:
All alerts are searchable. Input

keywords here, such as the agent

name, type, or monitored agent to
search for alerts specific to that agent.
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The following severities are available in Redline:

> Normal Alerts
» Informational Alerts
» Minor Alerts
> Problem Alerts
> Critical Alerts
Active Alerts
Enable/Disable Alert Engine
Alert Date and Time Status Description Maximum number
ﬂ m of Alerts per page
Active Alerts v
Active Alerts 9 Help
Remove ec e Mark Solved Remove All  Alert Engine: Running W ems per Page
Check/Uncheck all alerts e o = g o
> ™ 2 douli miaClosedGateways should be == 0, butis 1 Unassigned ~|[»]38 b % &)
[ 20 polinux douli poaCS_OVER_SSL should be == Enabled, but is Disabled Unassigned ~|[>]38 & % &)
™ 20 douli webaccClientServeroverSSL should be == Enabled, but is Disabled Unassigned ~|[2]38 b % &)
[ 2 i) WEBACT70A douli  webaccProcessorUtilization should be <= 85, but is 100 Unassigned v [»] 3¢ H% D
s X gwlinux hestAgeniState should be == Up, but is Down Unassigned | [»] B %9
|~ 20070727 004230 8 douli GWIA gwiasmipdErrorsTCPRead should be <= 3, buf is 4 Unassigned | mx H %
Severity  Agent Name Assign alertto  Actions
and notification status a person

Actions
It is possible to remove alerts and mark alerts as solved.

Click on “Running” or “Not Running” to enable

or disable the alert engine
Y

Remove Selecked Mark Solved Remove All Alert Engine: Running

f— Date Time Status Ageni

Click on one of the columns to sort the alerts list based on the column title

Remove Selected: Remove all selected Alerts from the database.

Mark Solved: Mark all selected alerts as solved. Solved alerts disappear from the list of open alerts
Remove All: This will remove all unsolved alerts from the database

Alert Engine: Enable or Disable the alert engine. If the alert engine is not running, no new alerts

and notifications will be generated. This can be helpful when working on a problem
that may create alerts due to work being done. Such alerts are not necessary and
can be annoying to receive.

Redline 3.5 Copyright © GWAVA Inc. 2011 11



All solved alerts can be viewed in the System View on the agent’s alerts page. To access this page, select
System View, <select desired agent>, and select the ‘Alerts’ tab.

Redllne £ Logout @ Admin Guide @ Install Guide
.|

Configure Favorites Auto Refresh

,THTEM VIEW Summary  Status  Settings  Alerts  Reports  Graphs  Configure  Manage
g @@ G system G E GWAWA 4.x/5: QWava 5, Version: 5.00/build 80 (beta), Platorm: Linw, Uptime: 0d Sh 46m @ Help
+ G Internet Agent Active Alerts

GIV Message Transfer Agent Date Time. Severity Description Action
L Solved(Saved) Alerts
GWAVA 4.x/5 Date Time Severity DatefTime Saved Description Action
Host 20110117 14:10:00 [x] 12::;;_';1"7 guwdviAgentState should be == Up, but is Down P & 4
Eleinqont 20110117 14:45.00 [x} 1240_12_'21'17 gwdvaAgentState should be == Up, but is Down P & gty
Redline Database
MyGroup

The Date and Time when the alert was solved is also displayed. All open alerts for the selected agent are
also displayed, and can be marked as solved or deleted from the database.

| Unassigned ~[[>] & H %D

Assign alert: Every alert provides some additional options. You can assign an alert to a user. This avoids
potential problems where multiple people are working on the same issue.

Solve Alert:  You can mark an alert as solved with a single mouse click.

Configure: If you think that this isn't a valid alert, you can reconfigure your recommendation or
threshold from here.

Info: Redline has a built in Knowledgebase with a lot of information about important values in
your GroupWise system. Here you can read what Redline has to tell you.

My Alerts
Active Alerts My Alerts
My Active Alerts @ Help
Remowe Selected Mak Solved  Remowe Al Alert Engine: Running an ltems per Page
D Date Time Statuz HAgent Description Pezigned to Auetion
[0 zoioo7is 155430 RETAINZ hostAgentState should be == Up, but is Down admin v ] & B % 1)
[0 zodoors 155430 Guwia qwiafygentState should be == Up, but is Dawn admin v [»] & B % i)

The My Alerts page lists unsolved alerts that have been assigned to the user currently logged in. Alerts
assigned here can be reassigned, solved, deleted, or configured.

Redline 3.5 Copyright © GWAVA Inc. 2011 12



System View

Redline’s System View shows all known agents in your GroupWise environment. On the main System View
page, you can see the version, uptime, platform where the agent is running on and a couple of other
values. If you click on one of the agents, Redline displays all known settings, status values, graphs, etc. in
great detail of this agent.

Redline’s ¥ iogout ® AiminGude @ instaliGuite

System View Configure Favorites Auto Refresh

SYSTEM VIEW Status  GroupWise Map  Redline Msp  Host Map
i Status Overview @ Help

H@® owsystem

(4 GWinternet Agent O W& RLAgent-ricenterx32 vesion 2.5.0 (1003 running on Linux 2.6.27.18-5-pae. Uptime: 0d 3h 39m [T}
Fg Host L W& RETAIN2 Linux Varsion SLES 11 (1588) SP 0 Uptime: 0d 2h 21m [JTE
()@ Redline Agent .
= * F ] & RedlineDatabase Version SOLite 2.5.9 running on Linux 2.8.27.19-5-pae Uptime: Od 3h 40m
#] § Rediine Database
4 & dom.GWIA version 2.0.2 (07/07/2010) running on Linux Release 2.6.27.19-5-pee Uptime: 0d 0h Om TS

O & RLAgent-RETAIN2 versicn 3.5.0 (1003) running on Linux 2.6.27.19-5-pse Uptime: 0d 2h 37m

L2 W& rlcenterx32 Linux Vesion SLES 11 (i586) SF 0 Uptime: 0d 2h 40m [FT

This allows you to see which agents a Redline Agent is monitoring, or which server they are on. These
views, particularly the Host Map will not be of large benefit if remote monitoring is being used.

Status  GroupWise Map  Radlina Map  Host Map
Redline Agent Map. @ Help
O & RLAgent-rlcenterx32 vesion 3.5.0 {1002) running on Linux 2.6.27.19-5-pae Uptime: 0d 3h 42m [FLR
Agents Monitored: 2 Agents Adtive: 2 Monitor Loops Sucocessful: 112 Monitor Loops Studk
" & rlcenterx32 Linux Version SLES 11 (i588) 5P 0 Uptime: 0d 3h 44m [
Free Memory: 124508 KB Files Open 0  Running Frocesses: 102
© £ RLAgent-RETAIN2 version 3.5.0 (1003) running on Linux 2.6.27.19-5-pas Uptime: 0d 2h 42m [E
Agents Monitored: (-] Agents Active: 3 Moniter Loops Successful: TTe Moniter Loops Studc
A & RETAIN2 Linux version SLES 11 (i586) SP 0 Uptime: 0d 3h 45m
Free Memory: 40284 KB Files Open 0  Running Processes: 99
b & dom.GWIA version £.0.2 (07/07/2010} running on Linux Release 2.6.27.18-5-pae Uptime: 0d Oh Om [E
Messages In (Out): 19(0}  Send (Receive) Threads: 0{0)  Connecticn Refused: 0 Relay Rejected: 0

The plug icon indicates if an agent is actively receiving data or not. If you mouse over the plug, a small
window appears showing when the agent last received and reported any data.

Summmary Status Settings Alerts Reports Graphs Caonfigure Manage

Hozt: RETAINZ, erzion: SLES 11 (i586) SF 0, Platiorm: Linu, Uptime: 0d Sh 31m

Wherever you see a “plug” icon in Redline, you can mouse over it, pause a second, and this information is

displayed. [ Last data received at: 07 Jan 2011 07:43:32 |

Redline 3.5 Copyright © GWAVA Inc. 2011 13



Menu

The menu contains the System Tree which looks similar to what you are familiar from ConsoleOne. All
agents of a particular type can be listed by clicking on the row with the agent type, and you can define your
own groups. In the group only the agents you want will be shown.

SYSTEM VIEW

E]E']’ —r System Tree: Lists all agents similar to what is known from ConsoleOne. If
® i G you click on an agent, you can see all the details.

# mra
4 gom cuwia
[ po.dom
# poa
E] 4-! + GW Internet Agent

GW Message Transfer Agent

. Agent Type Groups:  Shows all agents of a specific type. If you click on the
GWAVA 4.x/5 . icon, all agents of that type will be listed in the tree. If you click
Host on the “Name” of the agent type, the window on the right side
| EELE shows the status of the agents of that type only.

Pereees ricenterx32
Redline Agent

Redline Database
SR e D s User defined Group: It is possible to define groups with the agents you want.
e This can be helpful to group agents of a type or from a physical
location.

How to define a Group

1. Browse to Configure and click on “Groups”

Redline 3.5 ¥ Logout ® AdminGuide ® Install Guide

Auto Refresh

Favorites

‘CONHGURE Selecta Group ~

B % Control Center Group Configuration ksl
E]#, Thresholds
™ Recommend
[#) ® notification

BB repors :> P Add 3 Remove

® B Graphs
=" Groups & Group Member (Agents)
8 user Member: Agent Name. Agent Type IF Address Taier

“% Add/Remove Group

Group Nsme

Z. Add Agent(s) to Group
. Selected
Name Type IP Address

2. Specify a Group Name and click “Add”

Redline 3.5 Copyright © GWAVA Inc. 2011 14



3. Mark the agents you want in this group and click “+ Selected”

Z. Add Agent(s) to Group
::> » Selected

I~ Name

[ douli

I~ douliGwiA

I~ gwdva WEBAC70A douli

[v] gwlinux

[~ 1prON

I~ polinux.douli

I~ pouli douli

Type

GW Domain Agent
GW Infernet Agent
GW DocView Agent
Host

Host

GW Post Office Agent

GW Post Office Agent

1P Address
192.168.10.3
192.162.10.3

192.160.10.3

127.001

192.168.10.3

4. Browse back to System View
5. Click on the group in the menu

You can add or remove agents to user defined groups at any time.

Viewing an Agent

Everywhere where you click on an Agent Name in Redline you will see the details from the System View. It
doesn't matter where you click on the agent name (Dashboard, Alerts List, and System View). Every agent
has information on 8 different pages.

Summary
Status
Settings
Alerts
Reports
Graphs
Configure
Manage

VVVVVYVYVY

These pages can be accessed from the menu.

Summary Status

In the title of every page the agent name, version, platform and uptime is shown. This is the same for all

Settings Alerts Reports Graphs

Redline Agent: RLAgent-rlcenterx3?, versicn: 2.5.0 {1003), Platiorm: Linux 2

Configure

agents known to Redline. If you mouse over the plug icon, you can see at what time and date the last data

for this agent was received.

Redline 3.5

Copyright © GWAVA Inc. 2011
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Summary

The Summary page is unique to every agent in Redline. The summary page is used to display the most
important status values and settings for an agent on a single page.

Summary | Ststus = Settings  Alerts  Reports  Graphs  Configure  Manage
ETYRA 100 GW Interet Agent: dom.GWIA, version: 8.0.2 (07/07/2010), Platform: Linux Relesse 2.6.27.19-5-pae, Uptime: 0d 0h Om @ Help
SMTP Status SMTP Statistics
Description Current 2 Min Delta Status Trend Description Current 2 Min Delta Status Trend
Messsges In 8 ] @  Emors Hosts Down ] 0 [~] (=]
Messages Cut a a Q \'j Errors MX Lookup a a O \'j
Send Threads (Avail) 0ig) ooy & @@  Emors Hosts Unknown 0 0 [v] —]
Receive Threads (Avail) 016} ooy & @@  Relay Rejected o 0 & =]
Queue Send o o @ \',j Rejected on Lockup o o @ \',j
Queue Receive 793988180 ] [ ] @  Storage Emors 0 0 [¥] @
Queus Defer a a Q \'j Cennection Refused a o @ \'j
IMAP4 Status POP3 Status
Description Current 2 Min Delta Status Trend Description Current 2 Min Delta Status Trend
Messages Sent 0 0 [~] @  Messages Sent 0 ] [~] @
Sessions Active 0 0 @ \',j Sessions Active o o @ \',j
Sessions Available 10 0 [~] @  Sessions Available 10 ] (] @
Sessions Total 0 0 @ \'j Sessions Total o o @ \'j
Access Denied 0 0 () @  Access Denied ] ] () (=]
Bad Password 0 ] 0 \'j Bad Fassword a a @ \'j
Store Login Emors 0 0 @ J,j Store Login Emors o o @ J,j
Unknown Users 0 0 [v] @  Unknown Usess 0 ] [V} =]
LDAP Status Core Settings
Description Current 2 Min Delta Status Trend Description Current Recom Status
Sessions Active 0 o J Foreign ID ibuyorap.org
Sessions Available 10 0 ) =) SMTF Service ==RUNNING ]
Auth Sessions 0 a @ INAF Service ==NOT_RUNNING 3]
Search Requests o o & @ FOP3 Service ==NOT_RUNNING ]
Entries Retumed 0 a @ CAP Service ==NOT_RUNNING ]
LDAP Service ==NOT_RUNNING ]
Internet Hessages InfDut
gwiastatMsgsln Largest: 19 Smallest: O Average: 0 Total: 19
gwiaStatMzgsiut Largest: O Smallest: O Average: 0 Total: O
20
16
12
g
4
0
Fri Thu Wed Tue Man Sun Sat Fri
Status: The status icons indicate if a threshold or recommendation is defined for the value and if

the value is in the defined range or not. The icon depends on the severity of the defined
threshold or recommendation.

Trend: A trend is indicated if a value is generally going up or down for at least 10 points of
measurement, and not simply an indication of a simple change. A single high or low peak is
also not enough to force the 'trend' in a direction, instead a generally significant and overall
movement in one direction is required to cause a 'trend'.
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Status

The status page shows all values which can change during normal operations. Examples are “Users
Connected”, “Messages Sent”, “Threads available” etc. Redline collects these values from many different
sources and presents them on a single page.

Summary Status Settings Alerts Reports. Graphs Configure Manage

@EE GW Message Transfer Agent: dOM, Version: 8.0.2 (07/07/2010), Platform: Linux, Uptime: 0d 11h 55m @ Help

Core Status Values

Description Walue Threshold Status
Domain Path /mail/dom/

Work Path Imail/domimslocal

Message Log Path /mail/dom/mslocal/msglog

Log File Path ivar/log/novell/groupwise/dom.mta

Logfile scosssible oK ==K (]
Cument Log File Hvarloginovell/groupwise/dom. mtal

Previous Log File

Global Unigue I1D {GUID) 4854D282-11DB-0000-B10B-F15CESF2ZBEEF

Agent IP Address 192.188.1.104

GW Domain DC {Dictionary) Versicn 8.0.0 ==8.5.0 Q
GW Post Office DC (Dictionary) Version 8.00 O
WP Domain DG (Dictionary) Wersion 4.1.0 @
WP Post Office DC (Dictionary) Version 410 =41.0 O

General Status Values

Description Current 2 Min Delta Threshold Status Trend
Deomains Total 1 a O
Domains Closed ] ] =0 (] =]
Post Offices Total 1 0 @
Post Offices Closed ] ] =0 =]
Gatewsys Total 1 0 O
Gateways Closed o o @ O
Routed Messages = a @ J
Routed Messages last 10 Min 24 ] (] )
Undeliverable Messages a a @ O
Undeliverable Messages lsst 10 Min 0 0 [v] @
Ermor Messages 0 a =3 @ O
Error Messages last 10 Min 0 0 £=3/2 Min (V] @
Completet Admin Messages 2 0 ==20/2 Min (] =]
Eror Admin Messages 0 0 <=3/2 Min V] @
Local Queue Count 0 a <=10 @ O
Local Queue Size ] ] ==1000 (V] @
Lotaroat Duiaue Count 0 0 =5 ] =1

For some agents like the Post Office, Domain or Internet Agent, the file system is monitored, and the
number of files, the size of all files, the oldest, and the largest file are presented.

File System Status

Folder Files Size DOldest Largest 2 Min Delta Thresh. Status  Trend

£3 msLocAL

([Z3 GWINPROG
[E=g 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 o <=20 [~] @
(e 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 [V} @
Mz 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 =20 (V] @
Eas 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 [v] =)
(=R 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 a =80 [v] @
cas 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 [~] =]
fas 1 0B [xNStore, 0 B, 01-07-2011 [xNStore, 0 B, 01-07-2011 0 <=20 [~] @
@7 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 <=20 (V] @
3 mimeE

3 TMP 0 0B (. 0 B. 12-31-1969 17:00:00) (. 0 B, 12-31-1969 17:00:00) 0 <=20 [v] @

(£3 oWWSCAN
o 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 (] @
(= 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 <=20 (V] @
Caz 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 (V] =)
[E=) 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 =20 (V] @
(B 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 <=50 (V] =]
s 1 0B {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 a ==20 [v] @
Case 1 OB {xNStore, 0 B, 01-07-2011 {xNStore, 0 B, 01-07-2011 0 ==20 (V] =]
= 1 0B [xNStore, 0 B, 01-07-2011 [xNStore, 0 B, 01-07-2011 0 <=20 [~] @
3 MIME

3 TMP 0 0B {. 0 B, 12-31-1969 17:00:00) {. 0 B, 12-31-1969 17:00:00) 0 <=20 [~] =)
(3 wpcsin

You can define thresholds for the number of files, size of the folder, largest and oldest file. By default
thresholds are defined to make sure not too many files are in the folder. If a folder is queuing up, usually a
problem exists in your GroupWise system.
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Settings

The settings page shows configuration settings appropriate to the monitored agent. The recommendation,
threshold and status shown here are based on the current GroupWise best practices and defaults. The
recommendations and thresholds can be changed to accommodate your installation. See how to configure

a threshold or recommendation to change recommended and threshold values.

Status

Summary Settings

@&

Core Settings
Description
Domain Path
Work Path
Message Log Path
Log File Path
Logfile scoessible
Current Log File
Previous Log File
Global Unigue 1D {GUID)
Agent IP Address
GW Domain DC (Dictionary) Version
GW Past Office DC (Dictionary) Version
WP Domain DG {Dictionary) Version
WP Post Office DC {Dicticnary) Version

Settings

Description

DN Name

Prefemed GWIA

Cefault Route

Force Route

Display Active Log Window
Simple Metwork Management Protocol
NetWare Cluster

Protected Address Space
Incoming TCP Port

HTTP TCP Port

Todays elir Sync Time:
Log Level

Message Logging

Max. Message Log Age
Mazx. Message Log Size

Alerts.

Reports Graphs ‘Configure Manage

GW Message Transfer Agent: dom, version: 8.0.2 {07/07/2010), Platform: Linux, Uptime: 0d Oh 45m

Current

Jmailidomd

Imailidem/mslocal

Imail/dom/mslocal/msglog

fvar/log/novel ligroupwise/dom.mta

Ok

Hear/log/novelligroupwise/dom. mta/0 222mta.001
Hear/log/novelligroupwise/dom. mta/0 11 1mi=. 002
498940282-110B-0000-B1DB-F15CESF2ZBSEF

192.168.1.104
.00
200
41.0
4.1.0
Settings
Setting Recom Status Description
MTA.dom.GroupWise. bitter Direct Send
oI Eror Mail to Admin
5 eDir Authenticated
no eDir User Sync
disabled ==Enabled B Admin Task Processing
==MNo 0 Database Recovery
enabled ==HNo 0 Max TCF Connections
7100 ==7100 (] HTTP Refresh Rate
7180 TCP Conn Timeout
01:00 ==01:00 @ TCF Data Timeout
VERBOSE Additional High Prio Thread
ves =ves @  psditional Mail Prio Thread
= =i 0 Low Pricrity Cycle
1 =102¢ &

High Priority Cycle
MTP over SS5L
HTTP over S5L

@ Help
Recommended/Threshold Status
=0k (]
>=6.5.0 )
>=6.5.0 (]
=210 )
=210 ()
Setting Recom Status
no ==No @
no ==No @
yes =Yes @
yES ==gs @
yes ==Yes @
yes =Yes Q
40 «=4p [v]
a0 =5 (V]
5 =5 [v]
20 —20 &
yes ==Ng 0
yes =No 0
15 =15 [~]
5 —5 (V]
disabled
disabled

Redline and GWAVA Reload agents can be managed in part from this page. Click the 'OK' button to save any
changes made. The Agent Actions allow for a seamless way to update the Redline Agent software. (See the
Online Update section.) Unloading an agent requires the agent to be started again from the server it
resides on. Removing an agent unregisters the selected agent from the Redline Control Center.

Alerts

On the agent specific alerts page, all alerts for the agent are listed. All solved alerts, including date and time
when the problem was solved, are also listed. You can delete and mark alerts as solved from this page.

Alerts

Reports Graphs Configure Manage

GW Internet Agent: dom.GWIA, version: £.0.2 (07/07/2010), Platform: Linux Release 26.27.19-5-pae, Uptime: 0d Oh Om

Description
gwisAgentState should be == Up, but is Down

Date/Time Sawved
20110107
16:10:42

m

Description

gwisAgentState should be == Up, but is Down

Date and Time when
Problem was solved

Summary Status Settings
av 3 E
Active Alerts
Date Time Sewverity
20110107 18:17:20
Solved(Saved) Alerts
Date Time Sewverity
20110107 18:08:20 @
Redline 3.5

Copyright © GWAVA Inc. 2011

Remove or Solve
an alert

Help

Action

X wky

Action

t & 3

Configure actions or
display more information
about the alert
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Reports

All reports which can be run on the selected agent type may be run from this page. If you want to know
more about report definitions, designing reports, etc, please refer to the next chapter in this manual.

Summary  Status  Settings | Alets  Reports | Graphs  Configure | Manage
g

@&

GW Message Transfer Agent: dOM, Version: £.0.2 (07/07/2010), Platform: Linux, Uptime: 0d Oh 4m @ Help

-] GW Message Transfer Agent Reports
Report

Title Category File Name Action
HIFAA/Sarbanes-Oxley Configuration Report: Domains Compliance HIPAA-S0X-Configh TA.xml g
Message Transfer Agents Configuration Report Configuration ConfighTA xmi I
Top 10 Domain Disk Space Trend Analysis Trend Top10MTADiskSpace TrendAnalysis.xml =
Top 10 Domains Message Frocessing Analysis Trend Top10MTACperstionAnalysis.xmi I

(2] Report Filter
Date Range 1970-01-01 = 2011-01-07

Date Range:  For some reports it is possible to specify the date range. Not all reports have this capability
because a date range doesn't apply to the report type. For example, a 30 day report does
not honor a date range, as it is already implied in the report.

Action Icon:  If you click on the Action icon, the report is executed and will be displayed in a new
browser window. From there it is easy to print the report.

Graphs

Graphs are a very powerful tool to look at data in a visual way. Think about graphs which show how your
disk size get's smaller over time, your memory get's less or if there is an unusually large amount of
messages that are coming in from the internet. All these kinds of graphs can be defined and the agent
specific ones can be shown on this page.

Summary  Status  Settings | Alerts  Reports  Graphs Configure  Manage
apE EREE

GW Internet Agent: dom.GWIA, version: 8 0.2 (07/07/2010), Platform: Linux Release 2 8 27 19-5-pae, Uptime: Od Oh Om @ Help

lagdl GW Internet Agent Graphs

Graph: Title Value 1 Value 2 Dsta Type perAgent Dashboard Graph  Dashboard RPM  Status  Action
intemet Bytes In/Out i | i ut Relstive  Yes Yes No Enabled g
intemet Messages In/Out gwiaStstMsgsin gwisStatMsgsOut  Relative  Yes Yes No Enabled |
IGWIA Third Party Send Folder gwiaThirdSendcounttots| - Absolute  Yes Yes Yes Enabled g
IGWIA Third Party Receive Folder  gwiaThirdRecsivecounttotal - Absclute  Yes Yes Yes Enabled g
GWIA Third Party Result Folder gwiaThirdResultcountiotal - Absclute  Yes Yes Yes Enabled |

|8l Graph Result

Title Intemet Bytes In/Out

Last Updated: 20110107 - 16:24:.02

Internet Bytes In/Out
Largest: 135020 Smallest: O Average: 941 Total: 338892
gwiastatButesiut Largest: O Smallest: O Hverage: O Total: ©
135025

108020

Last Day: 81015

4010

27005

o
17 16 45 44 43 42 11 10 9 § 7 6 § 4 3z 1 0 23 22 2 20 19 15 1F 16

For Graph explanation see the Graphs section.
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Configure

It is possible to define thresholds, recommendations and graphs which will be used for only the selected
agent. Sometimes it is necessary to have different thresholds and recommendations for some or just one
agent. In that case you need to configure the thresholds and recommendations here.

»

Summary Status Settings Alerts Reports Graphs Configure Manage —
& E GW Internet Agent: dom.GWIA, versicn: £.0.2 (07/07/2010), Platform: Linux Release 2 6.27.19-5-pae, Uptime: 0d 0h Om @ Help
T GW Internet Agent Thresholds
Threshold: Desmiption Sum  Severity Compare Threshald Low High Back to Normal Multi Fire Status  Action
Files in Folder: [GWIAHOME}000. pre! Mo Mormal = 30 0 0 No Mo Dissbled |4 98
% Add or Edit Threshold e
Status: [C] Enabled
Description: {opticnal)
Value: | Browse
Should be: = - or between: and I:l 2 Minutes delta
Severity: MNaormal (0) -
MultiFire Alert: [ Enabled
Back to Normal Alert: D Enabled
{Opticnal) E-Mail to:
{Opticnal) Broadcast to:
& 0K

Many values are already defined in the 'browse' button. Name the threshold desired and then select the

desired value from the 'browse' menu. To select a value, click on the action icon in the right column.

Redline

Threshold:

Available GW Internet Agent Thresholds

Desoription

Files in Folder: [GWIAHOME}D00. pre!

Date of largest File in: [GWIAHOMEN000. prof
Date of oldest File in: [GWIAHOME)000. pro’
Mame of largest File in: [GWIAHOMEND00. pro’
Mame of cldest File in: [GWIAHOMENI00 pro!
Size of largest File in: [GWIAHOMEN000 . pra!
Size of oldest File in: [GWIAHOMEY 000, prof
Folder Size: [GWIAHOMEN0DD. prof

Reset Statistics

Restart Gateway

|Agent Status

Value Hame

gwial00 precounttotal
gwia000predstelargest
gwia000prodseten|dest
gwiag000pronamelargest
gwial00precnamecldest
gwisl00prosizelargest
gwisl00prosizecldest
gwiagl00prosizetotal
gwisActionResetStats
gwigActionRestartGateway

gwiaAgentState

Value Type

int
date
date
string
string

»

1

INNNNYYVNNYNNE

(The value and the name have been set the same for simplicity in the example.)

Specify the desired threshold level and click 'OK' to save the new threshold. Remember, a threshold or

report will not be active unless it is enabled.

Redline 3.5
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Manage

While every agent has a manage tab, only Redline Agents allow configuration. From the manage tab you
can configure all agents monitored by the selected Redline agent or add new agents to be monitored.

Summary Status Settings Alerts Reports. Graphs Configure Manage

O WE Redline Agent: RLAgent-ricenterx32, version: 2.5.0 (1003), Platform: Linux 2.6.27.19-5-pae, Uptime: 0d 12h 37m @ Help
Agent Information
Description Value
Global Unigue D {GUID) 2
& Monitored Agents
Agents: Type Description Unigue ID' Agent Mame Status HTTF IF Address HTTF IF Fort S50 Action
=
[AFIGW GW AP| Gateway 12 - disabled disabled ,j x
=
HoST Hast 3 - enabled e 4

£ Add or Edit Monitored Agent
Agent Type: GW API| Gateway hd

Status: [ enatled
Agent Path:
Agent Name:

Agent Name Suffix:

&2 0K

For details about how to manage all the monitoring features, please refer to the Redline Installation Guide.

All other agents, (monitored agents), can be removed from the Redline system from this page.

Summary Status Settings Alerts Reports Graphs Configure Manage
9 Help

4%k E GW Internet Agent: dom.GWIA, Version: £.0.2 (07/07/2010), Flatform: Linux Release 2.6.27.19-5-pae, Uptime: 0d Oh Om

Agent Information
Description Value
Registering Redline Agent ID 4
(5]

Global Unigue 1D (GUID)
GW Internet Agent Actions

Remove Agent 2 0K
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GroupWise Map
The GroupWise map tab under the System View displays the monitored system in a top-down map showing
how components in the GroupWise system are connected and their hierarchy.

Status GroupWise Map Redline Map

GroupWise Link Map.

(%) W dom Version £.0.2 (07/07/2010} running an Linux

Host Map
@ Help

Uptime: 0d Oh 28m [Fli]

Home: Imail/dom/
Haold:

Last Opened: 01-08-11 01:53:09 Cument Status: OPEN
Last Closed: Last Closure Reason:

Messages Written: 1] Messages Read: 1]

Home:

Hald:

Last Opened:
Last Closed:
Messages Written:

Internet Agent MTF status:

*a 1, po.dom version .02 (07/07/2010) running on Linus

MTP:

Haold:

Last Opened:

Last Closed:

Messages Written:

Paost Office MTP Send Status:

Paost Office MTP Cutbound Address:

b & dom.GWIA vession £.0.2 (07/07/2010) running en Linux Relesse 2.6.27.19-5-pae

01-08-11 01:53:08

ur

01-08-11 01:53:08

o
Open
192.168.1.104:7100

Cument Status:
Last Closure Reason:
Messages Read:

Foreign Link:

Cument Status:

Last Closure Reason:

Messages Read:

Paost Office MTP Receive Status:
Paost Office MTP Inbound Address:

Uptime: 0d Oh Om [EE]

Uptime: 0d 0h 28m
192.168.1.104 [T101]

OPEN

o
Open
192.168.1.104:7101

The display is informational only, but displays status, uptime, and overall uptime percentage reported to
the Redline Control Center.

Redline Map
The Redline Map displays all agents in the system that are monitored by a Redline Agent. The monitored
agents are displayed beneath their parent Redline Agent.

Status  GroupWise Map Redline Map Host Map
Redline Agent Map. 9 Help
O'z_f}’, RLAgent-rlcenterx32 vesion 2.5.0 (1003) running on Linux 2.6.27.13-5-pas Uptime: 0d 12h 48m [FI4
Agents Monitored: 2 Agents Active: 2 Monitor Loops Successful: 618 Menitor Loops Studc: 1]
J'z_f}’, rlcenterx32 Linux Vesion SLES 11 (i58€) SF 0 Uptime: Od 12h 51m [EI
Free Memory: 37484 KB Files Open: 1] Running Processes: 101
O't.f}’, RLAgent-RETAIN2 version 2.5.0 (1003} running on Linux 2.6.27.19-5-pas Uptime: 0d &h 50m [E5E
Agents Monitored: (-] Agents Active: (-] Monitor Loops Successful: 1750 Menitor Loops Studc:
H & RETAIN2 Linux Version SLES 11 (i586) SP 0 Uptime: Od 12h 48m [E&
Free Memory: 9292 KB Files Open: o Running Processes: 121
4k & dom.GWIA version £.0.2 (07/07/2010) running on Linux Release 2.6.27.18-5-pae Uptime: 0d 0h 0m [E&
Messages In [Dut): 35 (0} Send (Receive) Threads: o {0} Connecticn Refused: 1] Relay Rejected:
"al 't.j, pO.dDITI Versicn 8.0.2 (07/07/2010) running on Linux Uptime: 0d Oh 28m [l
Total Messages: 50 C/5 Requests: Ta C/5 User Connected: 2 Status Msgs:
G} 't.j, dom Vessicn 2.0.2 {D7/07/2010) running cn Linux Uptime: 0d Oh 28m [l
Comains Total (Closed): 1 {0} Post Offices Total (Closed): 1 {0} Gateways Total [Closed): 1 {0} Routed Messages:
6“.3 gwava 5 Version 5.00/build 80 {beta) running on Linux Uptime: 0d Oh 58m [
Servers Online (Offline): 1(0) rgf:::f Frocessed 3{152;5571' Spam Detected: 0 Cusrsntine Messsges: 9857

Uptime, basic vital statistics for each monitored agent, and overall percentage uptime are displayed. The
Redline Agent Map is a quick and easy tool to visualize and track down outages in a system.

Redline 3.5 Copyright © GWAVA Inc. 2011 22




Host Map

The Host Map displays the different agents and systems, according to which physical systems they are

connected to. This page will not work correctly unless all reporting Redline Agents are locally installed on

the systems they are monitoring; remote monitoring by agents will not show hosted agents correctly.

Status GroupWise Map Redline Map Host Map
Host Map.
H & RETAIN2 Linux Version SLES 11 (i586) SP 0
Free Memaory: 7764 KB Files Open: 1] Running Processes:

o & RLAgent-RETAIN2 version 3.5.0 (1003) running on Linux 2 6.27.19-5-pae

Agents Monitored: (-] Agents Active: (-] Monitor Loops Successful:

4 & dom.GWIA versicn £.0.2 (07/07/2010) running on Linux Relesse 2.8.27.19-5-pae
Messages In (Cut): 35 (0} Send (Receive) Threads: o {0} Connection Refused:
85l & po.dom versicn 8.0.2 (07/07/2010) running on Linux
Total Messages: 50 C/5 Requests: 26 C/5 User Connected:
@ & dom Vession 2.0.2 {(07/07/2010} running en Linux

Domains Tetal {Closed): 1 {0} Post Offices Total {Closed): 1 {0} Gateways Total (Closed):

9 & gwava 5 version 5.00/build 80 {bets) running on Linux

Messages Processed 312451

Servers Online {Offline): 1 {0} (Blodked): (9857} Spam Detected:
H & rlcenterx32 Linux Version SLES 11 (i588) SP 0
Free Memaory: aT112 KB Files Open: 1] Running Processes:

Q & RLAgent-rlcenterx32 versicn 2.5.0 (1003) running on Linux 2.6.27.13-5-pae

Agents Monitored: 2 Agents Active: 2 Monitor Loops Successful:

Uptime: 0d 12h 53m [EE]

121
Uptime: 0d 8h 55m

1752 Menitor Loops Stud:

Uptime: 0d 0h Om [EERGE

1] Relay Rejected:

Uptime: 0d Oh 22m [Ek

2 Status Msgs:

Uptime: 0d Oh 33m [k

1 {0} Routed Messages:

Uptime: 0d 1h 4m [l

1] Quarantine Messages:

Uptime: 0d 12h 53m [l

Uptime: 0d 12h 51m [l

630 Menitor Loops Stud:

9857

Essential statistics for the different physical servers including free memory,
total uptime reported, and vital stats for present agents are reported.

Reports

With reports you can get a lot of information out of your GroupWise environment. Redline provides 5

system uptime, percentage of

different categories of reports, including direct queries of the database tables, a report designer, report
scheduler, and a report API to create specialized reports. To quickly facilitate access to the information that

Redline gathers, Redline ships with a large number of predefined reports.

All reports require that the Redline agents must have file access to monitored agents and systems. The
reports require access to files, logs, and additional information stored on the host server for each
monitored system. It is best to run a Redline agent on each server running a monitored agent to provide

accurate results.
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Run Reports

The Run Reports tab contains all the pre-defined and configured reports which ship with Redline 3.5.
Though these reports come default, any newly defined or user-created and saved reports will be listed here
as well. To run a report, select the desired report from the list and click on the action button from the far
right column. Take care not to delete a desired report in the haste to run it.

Run report
M
Run Report  User Overview  Query  Report Modules  Report Designer
Run Report Help
4] Select Report
Report Title Cstegery  Agent Type File Name Mation =

1411 Agents Configuration Report Configuration All ConfigAllxml ._:F “

BlackBemy 30 Day Message Summary Business RIM BlackBermy Server BES30DayMsgSummany xml ._-? “ L
BlackBemy Message Summary Business RIM BlackBermy Server BESMessageSummary xml ._-? “ i
BlackBemy Top 20 Users by Incoming Message Count List RIM BlackBermy Server BESTop20IncemingCount.xml ._-? “ |
BlackBemy Top 20 Users by Qutgeoing Message Count List RIM BlackBermy Server BESTop200utgoingCount.xml ._-? “
BlackBemy Top 50 Users by Incoming Message Count List RIM BlackBermy Server BESTop50IncemingCount.xml ._-? “
BlackBemy Top 50 Users by Qutgeoing Message Count List RIM BlackBermy Server BESTop500utgoingCount.xml ._-? “
BlackBemy Users List RIM BlackBermy Server BESUserList.xml ._-? “
BlackBemy Users with Pending Messages List RIM BlackBermy Server BESUserPendingList.xml ._-? “

pWise 7.0.2/6.5.6 ilty Chedt Business All Vulnerability702VersionChed.xml ._-? “

Guinevere Configuration Report

GW Mobile Server Connection Analysis
GW Maobile Server Most Active Users
GW Mobile Server Top 50 Active Users
GWAWVA 3 Configuration Report
GWAWVA 4.0/5 Configuration Report

GWAVA 405 Message Processing Analysis

Configuration
List
List
List
Configuration
Configuration

Business

Guinevere

GW Maobile Server 2.x/3.x
GW Maobile Server 2.x/3.x
GW Maobile Server 2.x/3.x

GWAVA 3.x

GWAVA 4.x/5

GWAVA 4.x/5

ConfigGUIN.xmi|
GMSConnectionAnalysis.xml
GMSMostActivelser.xml
GMSUserActivity xml
ConfigGWAWVA.xml
ConfigGW4Vv4.xml

GW4V4OperationAnalysis.xml

g 4
g 4
g 4
g 4
g 4
g 4
g 4

g 4

= o

HIFAASarbanes-Oxley Account Audit Compliance GW Post Office Agent HIFAA-SOX-AccountAudit.xml

<] Specify Filter

Date from: 1990-01-01 o 2011-01-07

Agent Name:

All Agents -

To restrict a report's information to a specific agent or time period, use the Filter option at the bottom of
the window. Specific agents, such as a single bloated post office, may have a report created for just the last
week, instead of every post office, or agent in the system.

List Reports

All list reports are predefined database queries, sometimes represented as a graph. Usually they show
information from a single database table with some defined filters and sorting. This example lists the
largest mailboxes in a GroupWise system.

User Report - 50 Largest Mailboxes Fri, 07. Jan 2011, 17:49:58

Redline

> Print

Query on Table: GroupWise User
Post Office Agents: 1

Created by admin

This report is a list of the 50 largest mailboxes.

User Name Full Name PostOffice Size (KB) Limit(KB) Threshold
admin i po.dom 122096 0 0%
david maston po.dom 18769 0 0%
oraig Jamison po.dom 18768 0 0%
james blufish po.dom 850 0 0%
chris Bastula po.dom 430 L] 0%

Report genarated with Redline 3.5.0, ® Copyright 2004-2010, Beginfinite Inc.

Some reports support additional filtering based on date and agent.

~| Specify Filter
Date from

19900101 © E(I)74B—1 5

| Al Agents R4l

Ageni Name
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Compliance Reports

Many countries require regular documentation of their IT infrastructure by regulations like HIPAA or
Sarbanes Oxley. Redline provides predefined reports to show all settings of your Post Offices, Domains,
Internet Agents, WebAccess etc. These built in reports make it much easier to report on the system.

: = Fri, 07. Jan 2011, 1
Redlme Novell Self Audit Report (CLA) :

% Print
Novell Master License Agreement (MLA) Self-Audit Form

Flease Mote: This form must be filled out in its entirety and sent to Movell within 20 days after the end of each MLA Annual Pericd. For questions regarding this form and other self-sudit information please visit our web-site at http:/www.novell. com/licensing
feompliance/. Mail or fax the completed form to: Movell Customer Compliance, 1800 South MNovell Place, MailStop PRV-D-222, Provo, UT, 84606, Fax: 801-861-2668. Use multiple forms if necessary

This self-audit covers the Maintenance period ending on {Day/Month/Year)

MLA Number:

Address:

Parent Company Name:

City. State. Zip Code:

Division:

Phane:
Furchase Order Number: Fax
Email:
Novell Product Description Previously Purchased Count Total from Audit Variance Date New
(name, version, nodelserver) Node/Copies (number installed) Software Installed

MNovell GroupWise (Full License)
Naovell GroupWise (Limited License)

Instructions:

1. List total number of Previously Purchased Modes/Copies to Date- the total node count for product that has been purchased through or grandfathered into the MLA.
2. List total number of licenses cumrently instslled on the network under Count Total. Maintenance must be paid on all these nodes/copies.

3. Varignce between purchase smount and installed amount is the number of Licenses to be purchased. Both licenses and maintensnce fees must be paid on inoesses.

*Include a copy of your purchase order with this self-audit form. The original should be submitted through your normal channels. Please reference "MLA Self-Audit" on all submitted purchase orders to ensure proper credit o your account

Another very useful report is the Novell CLA self audit report required by Novell.
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Business Reports

More advanced reports with in depth data analysis and data from multiple tables are put together in the
Business Reports category.

R C" GWAVA 4.x/5 Message Processing Analysis Fri, 07. Jan 2011, 17:57:01
edline
S Print
Query on Table GWAVA 4.x/5 Status History
GWAVA 4.x/5 Agents: 1
Created by admin

GWAVA 4.x and GWAWVA 5 block many unwanted messages, often referred to as spam.
This report helps to see how many messages are blocked and what percentage of the blocked messages have Viruses, are Spam, etc
In addition to being blocked, messages can also be quarantined. This report shows how many messages have been quarantined.

GWAVA 4.x/5 Messages for agent gwava 5

Total Blocked oK Count Resets
Today 17118 1(0.01 %) 17117 (89.99 %) 1(0.01 %) o
Last 7 days 17118 1(0.01 %) 17117 (99.99 %) 1(0.01 %) o
Last 30 days 17118 1(0.01 %) 17117 (89.99 %) 1(0.01 %) o
Last year 17118 1(0.01 %) 17117 (99.99 %) 1(0.01 %) o
GHAYA 4,x/5 Hessages Processed / Blocked
Largest: 305129 Smallest: O Average: 951 Total: 319771
gwdvdBlockediessagesTotal  Largest: 9357 Smallest: O Average: 29 Total: 9857
305130
244104
183078
122052
61026
o
Fri Thu Wed Tue Hon Sun Sat Fri

GWAVA 4.x/5 Messages Blocked for agent gwava 5

Messages Blocked Spam Virus Atachment  TextFilter  CountResets
Today 1 0(0.00%) 0{0.00%) 0(0.00%)  1(100.00 %) 0
Last 7 days 1 0{0.00%) 0{0.00%) 0{0.00 %) 1(100.00 %) a
Last 30 days 1 0(0.00%) 0{0.00%) 0(0.00%)  1(100.00 %) 0
Last Year 1 0{0.00%) 0{0.00%) 0{0.00 %) 1(100.00 %) a
Blocked Messages last 7 days
1
T
R
Sk
2
R
i
15 |
o k3 = w9 4+ [
T z S 2 g
2 Z Fu T &
i & ] z =t

Comparison Reports

The Redline Comparison Report helps evaluate the ongoing return on investment of your existing
GroupWise System—as calculated based on information collected by Redline--against another messaging
platform. This report incorporates six key areas of analysis that evaluate the ongoing costs of operating
your GroupWise system against the costs of migrating to another platform.

There are three informational categories: General Information, Current System, and Alternative System.
These are broken down into software and hardware costs, personnel and consulting costs, as well as
training and other expenses.

This report performs an ROI Cost comparison analysis based upon the costs to maintain the existing system
when compared to the migration and maintenance costs of an alternate system. Based on your existing
system, an analysis is performed using comparative data from the software manufacturers and third party
data. We have provided recommended values in each field where possible. Please feel free to update this
information as appropriate. This analysis is in US dollars and calculates the first year only.
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User Overview

The User Overview displays essential information on any selected user. Detailed use and account statistics
can be quickly and easily obtained for any user in the system. However, in order for the User overview to
display any users the GWcheck files must first be obtained. See the Redline Install Guide section ‘Creating

the GWCHECK Events’.

Run Report  User Overview

User Overview

Query  Report Modules

8 Specify User

User Name:

Details for User:

Current Date:

s Mailbox Information
Post Office:

User ID (fid):

User DB

User DB Size:

Last DRN:

Messsga DB:

8 Most Recent Login
1P Address:
Date & Time

Flatform

Client Version

Last WebAccess Login:

%5 Top 5 Internet Messages Received Last 14 Days  Size

Report Designer

& Search

Updste Date

| Content Statistics
Total Messages:
Mailbex:

Sent tems

Trash

Mail:

Fhone

Appointments

Tasts:

Notes:

Document References:
Atachments

o/ User License Information

License Type

Lest Active:

Inactive Days:

Size

% Top 5 Internet Messages Sent Last 14 Days

@ Help

To select a user, place a user name in the user name search box and select ‘search’. All users matching the
search criteria will be displayed. If the search window is left blank, the system will produce a list of every
user account in the system.

] http://192.168.1.105:6910/modules/table_dash_userlist.htm?GWID=820792-1d-1294445236 &dusername=
Liser Name Faost Cffice Full Name Mailbox Size
chris po.dom Bastula 430
craig po.dom Jamison 18769
admin po.dom 1] 138096
james po.dom blufish 250
david po.dom maston 18769

Acticn

i R i i i

Select the appropriate user from the search results by selecting the 'Show User', or action icon in the far
right column for the desired user. (The search results window will not close, but allows for user's to be
switched in rapid succession. When finished, close the search results window.)

Once selected the desired user's information will propagate in the User Overview window.

Fo Search

Run Report User Overview  Query Report Modules. Report Designer
User Overview
8 Specify User
User Name:
Details for User: Bastula

Cunent Date 20110107 17:16
s Mailbox Information

Post Office:
User ID ffid}
User DB

User DB Size:
Last DRM:
Message DB:
Mailbox Size
Mailbox Limit:
Threshald

3 Most Recent Login

IF Address: (ffff.192.188.1.104

Date & Time: 01/08/2011 01:53.25
Platiorm: Linux
Client Version: 802

Last WebAccess Login

%5 Top 5 Internet Messages Received Last 14 Days Size

Updste Date 20110107 15:48:10
»ﬁ Content Statistics

Total Messages: 154

Mailbox: 18
Sent ltems: 0
Trash 0
Mail: 154
Phone 0
Appointments: ]
Tasks: 0
Notes 0
Document References: 0
Aftachments: ]

¢/ User License Information

License Type: NULL
Lest Active: NULL
Inactive Days: NULL

“§ Top 5 Internet Messages Sent Last 14 Days

Size

@ Help

Redline 3.5
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Query

Redllne : =¥ Logout @ Admin Guide @ Install Guide
v _________________________________________________________________|

Favorites Auto Refresh

LOBAL REPORTS Run Report  User Overview = Query  Report Modules  Report Designer

Run Report Query Reports 9 Help
User Overview 2 Select Table
Query
Table: Agent UP-DOWN Events - ® 0K
¥ Report Designer
i Comparison -] Specify Filter
Scheduler
% Report Browser -] Save Options
Message Tracking ReporiModule Name: » ListRep » RepMad
s ) Query Result % Show 3 Print csv 50 Items on Report

It is possible to query all database tables directly, or run predefined Reports, which are categorized in the
following form:

List — Predefined queries with lists like largest Mailboxes or Post Offices, most used Domains etc.
Compliance — Reports required meeting regulations enforced by laws or other rules.

Business — More complex reports which analyze the data in more detail.

Comparison — Compare your environment with alternative messaging systems.

Y VYV

Running the predefined List, Compliance, Business or Comparison reports is very easy, but you need to
understand how the query reports work in order to build your own reports.

Query the Redline database

Redline stores its data in multiple databases. With the query interface you can access all database tables
without any restriction. The database is defined in the file tables.xml. Every time you start Redline, the
database tables are checked based on the information found in tables.xml. If a new table is added to
tables.xml, Redline will create this table automatically for you.

Run Report  User Overview  Query  Report Modules  Report Designer

Query Reports @ Help
| Select Table
Tatie: ‘AgentUP-DOWNEvents v | & 0K
I Agent UP-DOWN Events. -
<] Specify Filter Archive To Go Audit

Archive To Go AuditLog
BlackBerry User

-] Save Options BlackBerry Messages =
Error Messages (GW Mobile Server) =
ReportModule Name: Error Messages (POA) List Rep » Rep Mod

Gateway Accounting
| Query Result GroupWise Agents Configured 50 Items on Report

— GroupWise Connections

GroupWise User

GWAVA 3MTA Scans

GW Mobile Server Events

GW Mobile Server User

GW Mobile Server 2 Messages

GW Mobile Server2 Tasks

GW Mobile Server 2 Calendar

GW Mobile Server 2 Contacts

GW Mobile Server 2 Device Configurations

Internet Agent Messages 2

After you've selected a table and clicked on 'OK', the table is loaded and filters appear. From the results
window header, filters may be specified. You can hide columns, sort the data and specify filter on any
column desired. Every column has three icons to do this:

| Direction

E‘(ﬁ Date /08 Time X BE  msai0 @ /PE Type R'(@l

Hide CHJmn Specify Filter Sort Column

Hide Column: If you hide a column, the icons for the column are still visible on the screen, but the title
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and the data is not shown any more. If you print or export the report, these columns are

not on the report.

Sort Column:

You can sort based on every column you want. If you click the sort button the second time,

the sort direction is reversed. A third click disables sorting on this column. If you enable
sorting on multiple columns, the order is based on what column was selected first. That
way you can sort a table on as many columns as you want.

Filter:

You can specify a filter on every column, not on just one column. As soon as a filter is

specified, the filter icon has a small tool on it.

~| Select Table

Table:

~| Specify Filter

Filier on Direction

>

Specify filter for the
selected column

) Save Options

ReportModule Name

~| Query Result

IGaveway Accounting ~| @ OK

|= | [Outgoing| @ OK

| s ListRep » Rep Mod
» Print Csv

Ouigoing
Ouigoing
Ouigoing
Ouigoing

Direction @& 788 Date & 738 Time R P 53H

msg D & 788 Type WP BH Priority & 48 GW User Domain ¥

2007-06-15 9:41:02 46727AB2.5B3:108:23350 Mail 2
2007-06-19 18:52.07 82718.235:108:23350 Mail 2
2007-06-21 22:52:28 467B0272.4C0:108:23350 Mail 2
2007-06-25 10:35:15 467 FOA47 EFA:102:23350 Mail 2

Column with

a filter

If you need more or less items on the screen, you can

specify the number of rows.

Column with
a filter

::> IE— ems on Repori

-

frice % "7 B8 GwuseriD @ 488 oW User AccountiD §§ 7%

pouli uli
pouli

uli

When you are happy with the result, you can print the report or export it as a CSV file which can be
imported into OpenOffice or Microsoft Excel. If you need this report on a regular basis, you can save it as a
List Report. Specify a Name for this Report and click the “List Report” button.

1. Specify Report Name

2. Save Report
as List Report

I

~| Save Options v \
ReportModule Name | s ListRep % Rep Mod
|#) Query Result > Print csv

Direction §, <758 Date & 7 B& Time & /58
Outgoing 2007-06-15
Outgaing 2007-06-19

18:52:07

9:41:02 46727AB2.5B3:108:23350

Msg ID %‘(g Type a)'(ﬁ Priority &'p& GW User Domain &

Mail
Mail 2

46782718.235:108:23350

If you have specified some filters etc for a query report, browse to another place in Redline and come back,
all filters, sorting, etc. are still present. All defined filters, sorting and hidden columns will be reset every

time a new table is selected.
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History database tables

Redline has several database tables which contain snapshots of settings and status values. In the file
/opt/beginfinite/redline/conf/database.conf the snapshot intervals are defined. By default, all settings will
be stored every day and a snapshot of all status values is taken every hour.

Based on this information it is possible to look back when a setting was changed and what the setting was
before the change. Example:

History:GW User Statistics -
How to check if and when IMAP was enabled on the Post Office: E:'\feaadlzgi’;‘s i
1. Select the table History:POA Settings. \Tfoﬁ_a lef;c(\jff-fise User
. . . erigo Audit
2. Specify a filter on the column “Post Office Name“ and WebAccess Lagin/Lagout
. WebAccess User
type the name of the Post Office you want to check. History GW User Staistics
3. Specify a filter on the column “IMAP Agent” and type History: GWAVA 3 Status
“ ” History: GWAVA 3 Settings
enabled” as the text to search for. History: GWAVA 4.x/5 Status
. History:GWAVA 4.x/5 Settings
4. Sort the table based on “date”. History tables | icioryGwia status
::> History:GWIA Service Status
5. N‘ow you see whe!1 the IMAP agent was Moty QWIA Setinge
disabled the last time. History:MTA Status
History:MTA Settings =
History:POA Status
HistoryWebAccess Status
History:WebAccess Settings -
Index tables

Database index tables are very important to speed up queries and as a result executing the reports is much
faster. If you define afilter in a query report and the response after defining the filter is slow, you might
need to define a table index on this column.

To access the SQL Database Configuration window, select the 'Configure’ section, and then the 'Database’
tab.

Redllne =f Logout @ Admin Guide @ Install Guide
N ———————————  — N N  NNh AR ———————

Favorites Auto Refresh

CONFIGURE TCP/IP  Analyzer  Web Interface  Database  Manage  Maintenance  License  Online Update  About  Thanks To
| ]

Bl e SQL Database Configuration @ Help

EEY threshoias 3! Database Vacuum

®= ™ Recommend

7] Ensbled ey Friday *  Hour 04:00 ~

[# ® notification

=W Repors @ OK

# B Graphs 3 Database Tables

- & Table:

® Groups [Description Table Name DB File ":: L"‘:;ms Index 1 Index 2 Index 3 Index 4 Index 5 Action

B8 user |lagent UP-DOWN Events sguptime globalds 0 0 evdste avtime I g L
Jaschive To Go Audit s2go_audit  sZgo.db 0 ] L
|srchive To Go Audit Log s2go_audit_logsZgo.db 0 ) g
[BlacBeny User besuser besuserdb O 0 g
512 By Messages besmags besmegsdb 0O o =
[Enor Messages (GW Mobile Server) gwmemors  gwmoben.db 0 ] =
[Error Messages (FOA) emors sletsds 80 0 User EnorDate  EmorTimeAgentName =
Gateway Accounting sccounting  scctdb 20 0 MsgSubject GWUserlD  MsgDate =
GroupWise Agents Configured gwagents gwagents.db =
GroupWise Connections gweann global.db LoginNsme  poaNsme g
GroupWise User gwuser global.db Name poaName =
e 2 MTA Scans gwavamts  gwsvamsgs db90 0 ScanStsrtDateScanStartTime g

< ¥ Edit Database Cleanup and Indexing {‘ F

You can define up to 5 index tables for every table in Redline. Make sure you define index tables
for columns where it makes sense only. Index tables which are not needed will slow down report
generation.
Click to edit
table settings
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How to define an table index:

PwnNPE

Click OK

Assume you need an index on the column “E-Mail” of the table “Blackberry User”
Look for the table “Blackberry User” and click on the “Edit” icon
Mark the checkbox for “Index 1” and select the column “E-Mail”

Index tables are not generated immediately after they are defined. Every midnight Redline is doing a
database check which includes the creation of missing table indexes. Index tables which are not defined
any more will be removed during the nightly database check as well. If you look into the rlcc.log file you can
see when and how long the check runs. During that time it is not possible to login to the Web Ul of Redline.

07-28-2007300:00:283Nightly Database Check started.
07-28-2007300:00:323Create/Update index tables.

07-28-2007300:00:333Create/Update index tables done.

07-28-2007300:00:333Delete Redline temp files.

07-28-2007300:00:333Delete Redline temp files finished.

07-28-2007300:00:333Purge all deleted files...

07-28-2007300:00:333Purged 2 items: /mnt/posix/redline/opt/beginfinite/redline/logs
07-28-2007300:00:333Purged 0 items: /mnt/posix/redline/opt/beginfinite/redline/imp
07-28-2007300:01:103Purged
07-28-2007300:01:113Purged 272 items: /mnt/posix/redline/opt/beginfinite/redline/imp/cache
07-28-2007300:01:113Purged 1 items: /mnt/posix/redline/opt/beginfinite/redline/imp/acct
07-28-2007300:01:113Purged 0 items: /mnt/posix/redline/opt/beginfinite/redline/db/cmd
07-28-2007300:01:113Purged 0 items: /mnt/posix/redline/opt/beginfinite/redline/db/graphs
07-28-2007300:01:113Purge all deleted files done.

07-28-2007300:01:113Nightly Database Check finished.

12642 items:

/mnt/posix/redline/opt/beginfinite/redline/db

You can force this process if you browse to the “Maintenance” tab in the main configuration area and click
on the button “Update Index Tables” from the 'Actions' section at the bottom of the page.

TCR/IP  Analyzer | Web Intarfaca

Nightly Maintenance Settings

<4 Maintenance Jobs

Agent Up/Down chedk: Enabled
Clean Database Files: Enabled
Greate Index Tables: Ensbled
Delete Temp Files: Ensbled
Purge Folders: Enzbied

Maint. Start Hour: o

w5 Control Center Reload

{hour or the day)

{hour or the day)

Datsbase  Manage  Maintsnance  License | Online Update | About  Thanks To

@ Help

Reload Time: o
Monday: [T enssiea
Tuesday [0 Enaslea
Wednssaay [0 Enasled
Thursday: [0 Enabled
Friday: [T Ensbled
Saturday [T ensbled
Sunday [T Ensbled
2 oK
'#3 Actions
Run Maintenance now: 2 OK
Updste Index Tables: 2 0K
Drop Index Tables @ OK

{S=me =5 F4 on Console Ul

{Same ss SHIFT-F4 on Consale UIj

Be aware that this can take some time if a new index needs to be created on a large table.

'#3 Actions

== Update Index Tables:

Drop Index Tables:

Run Maintenance now:

&2 0K
&2 0K

&2 0K

{Same as F4 on Console Ul)

{Same as SHIFT-F4 cn Conscle Ul)
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Report Modules

Report Modules are created by the user; Redline does not come with existing modules to use in custom
report creation. Existing report modules saved in this list may be edited and combined to use in report
creation to meet any specified criteria or demand. Report modules must be first created before they can
be used to create an entirely new report in the Report Designer.

Report Modules are made by creating a database query, modifying, honing, or filtering results, then saving
the resulting information into a designated format; query, graph, or table.

Unless a report module has been saved, this window will remain empty.

Run Report User Overview Query Report Madules Report Designer
Report Modules 9 Help

~| Select Module

Report Module:

Title Table Action

Please see the Custom Report Creation section for examples of use.

Report Designer
Redline provides the user with the ability to create custom Reports as desired, in either a hybrid collection
of different reports, or specific queries on the databases, to suit any reporting needs.

Run Report User Overview Query Report Modules Report Designer
Report Designer 9 Help

~| Add/Edit Report

Report Filename: xml ke Save
Category: ListReports -
Title: S0

~| Report Content

To create a report, a filename and title must be supplied, as well as a category for the designed report: List,
Business, Comparison, or Compliance. (The initial information may be changed at any time during report
creation. ) Each report is a combination of Report Modules placed in a desired order.

To add a saved module to a report, select the appropriate module button. The icons, in order from left to
right, are: add text, add table, add chart. Each added field will allow the selection of the appropriate
module. If no modules have been saved, no module choices will be offered.

Custom reports are created from a single, or multiple report modules created through the Query process.
For more information, examples and specific use, please see the Custom Report Creation section.
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Scheduler
The report Scheduler is accessed through the left-hand navigation pane while the Reports section is
selected.

Scheduls Reports  Configurs Schedular

Configure Scheduler

To get a scheduled report run and sent to the 2l Report sender defaults
desired recipient, the scheduler needs to be Eaay 127001
configured first. Click on the second tab, the epen Seneer report@redine com
Configure Scheduler tab, and input the appropriate ”IR‘*'*‘”E”” ———
information for your system. reloy Semvr Pt 2 mtautt ot 29)
Fallback: ¥| Enabled (Try direct sending when relay server is not available.)

The Report sender default is the source server for | Report Browser Cleanup
information loaded in the report, but not sent, in the cleener: Enetied
report email. The default setting is 'home’, S ’ Lo w

?

127.0.0.1, but for the embedded graphs and tables
to work, this section MUST be set to the Redline
Control Center's IP address. If it is desirable to relay the reports, specify the relay server's IP address. If left
blank, the system will perform an MX lookup. The Fallback option tells Redline to try an MS lookup if there
is a problem with the relay. The browser cleanup option removes all saved embedded graphs and
information from the Reload server after the specified amount of days. It is not enabled or set by default as
saved reports are system specific. For example, if a system has daily reports, it is not recommended to save
a full year of reports for the sheer number, yet monthly reports may need to be saved for a year. Select a
setting which works best for the system.

After the Scheduler is configured, a regular report job list may be created and scheduled. All List,
Compliance and Business reports can be used in the report scheduler. It is possible to schedule a report
based on hours, days, weeks and months. If a report supports specifying a date range, it is possible to
define what date range the scheduled report should take into account.

Rec"ine 3.5 # Logout @ AdminGuide @ Install Guide

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
LOBAL REPORTS Schedule Reports Configure Scheduler
!
Report Scheduler @ Help
| Select Job
ob Name Repart Start Date/Time Repaat avary Action
D=ily Agents report Canfigall.xml 01-10-2011/18:00 24h Ed

BB @ rFEAr-D

-] Add/Edit Job

Job Name:

Repart All Agents Configuration Report -

Start Date (MM-DD-YYYY): start Time 00:00 -

Repeat every hour(s) =

Data Since: hour(s) =

E-Mail Report to: {example: com:...)

2 0K 7] Test

Job Name: A unique name for this scheduled report
Report: Select the report from one of the predefined list, compliance or business reports.
Start Date/Time: The time and date when the report runs the very first time

Repeat every: The interval when the report will be executed.

Data since: The timeframe which will be used for the report to generate tables, graphs etc.
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When the scheduler runs, reports are generated automatically then saved to (redline Path)\db\reports
directory. l.e.: opt\beginfinite\redline\db\reports.

On NetWare you can browse with the Novell
Editor to the report folder. You can view the
reports with any html browser like Firefox,
Opera, Internet Explorer etc.

GWIAMessageSummary.cfg-2005-05-20 <Directory>
GWIAMessageSummary.cfg-2005-05-20-05-37 <Directo
GWIAMessageSummary.cfg-2005-05-23-12-00 <Directo
GUWIAMessageSummary.cfg-2005-05-23-16-00 <Directo
GWIATop20Recipients.cfg-2005-06-18-00-00 i
GWIATop20Recipients.cfg-2005-06-19-00-00
GWIATopZ20Recipients.cfg-2005-06-24-00-00
GWIATopZ0Recipients.cfg-2005-07-03-00-00
GWIATopZORecipients.cfg-2005-07-06-00-00

Report Browser

The Report Browser lists the current list of scheduled reports, and allows the viewing of each scheduled
and run report. Scheduled reports do not need to be emailed to a recipient in order to be viewed; they
may be viewed through the report browser at any time as long as they have been run and generated.

REdIine ¥ Logout © AdminGuide & install Guide
v ______________________________________________________________________________________________|

Dashboard Alerts System View Reports ‘Message Tracking Configure Favorites Auto Refresh
| BAL REPORTS Browse for scheduled reports @ Help
EEHE pOst 4 Select Report
User Overview Scheduled Report Report Report File Cstegory Action
Query |11 Agents Configuration Report Canfighllzml ReportConfiguration =

¥ Report Designer

i Comparison

Scheduler

% Report Browser
H Message Tracking

B Process Status

zﬂ Select Date/Time

Report Date and Time

[Date: Time Adtion
r011-01-10 09:14 =

To view a scheduled report, select the desired report from the top selection window by selecting the action
icon from the far right then choose the specified generated report by date from the bottom selection
window. Clicking on the action icon next to the desired report date opens the specified report for viewing.
Reports purged from the system by the report expiry date in the Configure Schedule report tab will no
longer be available or listed.
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Message Tracking

With Redline Message Tracking it is possible to track every message that is coming in to GroupWise or
leaving GroupWise through a gateway like the Internet Agent. From there you can see through which
domain(s) and at the end to which post office and user the message was delivered to or sent from. Status
messages are tracked as well.

Message Tracking Message Tracking Setup Message Flow Check

Message Tracking @ Help
| Specify Filter
GroupWise User = - *
Fareign Address = - "
Message Date = - Y Y Y-MM-DD)
Subject Contains - *
@ OK
< Search Result 30 ltems displayed
Direction Message Date Message Time GroupWise User Foreign Address Message Subject Action

Before you can use Message tracking, it is necessary to set up accounting for your gateways and import the
accounting log files into Redline.

Message Tracking Setup

Message tracking works by pulling the audit information from the GWIA and MTA. Redline detects and pulls
these log files automatically, but they must first be generated by GroupWise. After accounting has been
setup in the GWIA, the appropriate information must be provided: POA address, SOAP port, Audit account,
and password. Message tracking will not function unless the setup is set to enabled.

Redllne “F Logout @ AdminGuide & Install Guide
S SSSSh}h}h}EhE}h}h}hh——————————————

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
BAL REPORTS Massage Tracking Message Tracking Setup Message Flow Check
; i Run Report Message Tracking Setup @ Help
= Q Message Tracking

i Query

Redline Message Tracking can rack every message that we
% Report Designer MTA messsge logfiles. By defsult, nons of these files are ge

ut of your GroupWise Systam or was sent to your GroupWise System. In order to track these messages Redline nesds the GateWay accounting logfiles and the
erated
[ " "
i i Gateway Accounting Logfiles
1. Create a spedial GroupWise User who will receive all acoounting logfiles
2. Add this user to the list of Gateway Administrators in ConsoleOne.
B Report Browser 3. Seled that this user is a GateWay Accountant
4. Repeat step 2 and 3 for every Gateway
If you want the accounting logfiles from foraign systems, create a rule which forwards the messages with the accaunting logfiles to your accountants mailbox
Redline will import the accounting logfiles every full hour.

Scheduler

Wessage Tracking

Process Status Status [ enatled ¥ Import Now

Post Office Address

Post Office SOAP Port: o
Username: admin
Password: seessese

Confirm Password

X MTA Message Logfiles

Ensble MTA Message Logging for every MTA in ConsoleOne. Redline will detect the legfiles and imperts them into the Redline database. It is important to know that GroupWise writes the data
into this logfile only at midnight, when the MTA rolls to & new logfile, o if you manuslly rall over the cumrent logfile. That means that it can take a day until you see the complete message flow.

@ OK

Redline 3.5 Copyright © GWAVA Inc. 2011 35




How to setup accounting for the GroupWise Internet Agent

PwnNPE

Select the GWIA where you want to setup accounting

Click on the Tab “GroupWise” and the sub tab “Gateway Administrators”
Add a user to the GroupWise Admin

Check that this user is an accountant for this gateway

After that GroupWise will send accounting messages to this user. Check how large the attachments of these
messages can be. If they are larger than 1MB, for example 6MB, you need to specify the
/soapsizelimit=8192 in your Post Office startup file. Possible entries for /soapsizelimit are:

4096
8192
16384
32768
65536

YVVVVY

Automatic import of accounting files into Redline

PwnNPE

If you want to import all available accounting log files from the specified mailbox, click on the button

Ensure that accounting import is enabled.

Specify the IP address of your Post Office.

Specify the SOAP Port of the Post Office.

Specify the Username and Password of the User assigned as the

Gateway Accountant. Import Accounting
files now
Message Tracking Message Tracking Setup Message Flow Check
Message Tracking Setup @ H

(D Message Tracking

Redline Message Tracking can frack every message thal weni oul of your GroupWise Sysem or was seni o your GroupWise System. In order o frack these messages Redline needs the GakWay
accounting logfiles and the MTA message logfiles. By default. none of thes= files are generated

+# Gateway Accounting Logfiles

1. Creat a special GroupWisa User wha will receive a1l accounting logfiles

2. Add this user fo the list of Gateway Adminisirators in ConsoleOne.

3. Selectthathis user s 3 GakWay Accountan

4 Repeatsiep 2 and 3 for every Gateway.

If you wani the accounting logfiles from foreign systems, creake a rule which forwards the messages with the sccounting logfiles o your accountants mailbox
Redline will impor the accounting logfiles every full hour

Status [+ Enabled B o Now
Posi Office Add ress |1gz_156_1g_3

Post Office SOAP Port Ir

Usarname: |._”i

Password Iuoo......

Confirm Password Iu........

i MTA Message Logfiles

Enable MTA Message Logging for every MTA in ConsoleOne. Redline will detect the logfiles and imparts them info the Redline database. | is impartant fo know that
GroupWise writes the data info this logfile only at midnight when the MTA rolls ©a new logfile. or if you manually roll over the current logfile. That means that it can
take a day uniil you s=e the complete messsge flow.

2 OK

“Import Now"“. After a few moments the log files should be imported.

In order to have message tracking through the domains and to the Post Office, you need to enable the MTA
Message Log files for every MTA in your environment. Redline will find and read these log files
automatically. After that Message Tracking can be used.
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Track a Message

Browse to Message Tracking and specify some filter. If you don't specify any filter, all messages will be

listed if you click on OK.

Message Tracking

Specify one or

. Specify Filter
more filter.

Message Tracking Seiup

Message Flow Check

Message Tracking

GroupWiss Usar

Foreign Address

@ Help

Message Dake YYYY-MM-DD)
Subject

Start search Zj

Search Result |30_ (= e

Direction Message Dake Message Time GroupWise Liser Foreign Address Message Subject Action ||
Incoming  2007-11-05 23818 uli Cominiquematiresss heets@metacrific.com Add ship o your Radar and gel Details
Incoming 2007-11-08 35419 info Frischmannuv@123 .com Das neue Ercliknetwerk Details
Incoming  2007-11-05 63449 andrea nodiraki@yahoo.com Re: Antw: ADE projecton inclus Details
Incoming  2007-11-05 80020 admin uli@myuli com GWAVA message restriction diges Details

Sea rch Result Z_Jl>|ncummg 2007-11-05 80020 andrea uli@myuli com GWAVA message restriction diges Details
Incoming  2007-11-05 8:0020 info uli@myuli com GWAVA message resfriclion diges Details
Incoming  2007-11-05 8:0020 kaffestanis uli@myuli com GWAVA message resfriclion diges Details
Incoming  2007-11-05 8:0020 uli uli@myuli com GWAVA message resfriclion diges Details
Incoming 2007-11-05 B:42:50 andrea fezio@msn.com RE: Hello from Sudesp ! Details
Incoming  2007-11-05 93320 andrea gabriel brunegard@mercy.se Arlicle for the magazine Delails
Incoming 2007-11-08 111021 andrea cwil leti@swissmail.org Greefings Details
Incoming 2007-11-08 12:21:24 andrea ChalkerP@com puserve.com from Prue Chalker Details [
Incoming 2007-11-08 12:28:24 marcel Kevin Hanemann@gmx.de Details
Incoming 2007-11-08 14:51:55 uli RhondaabrasiveMayes@argonics.com Dont miss this chance 1o ride a Details
Incoming 2007-11-05 150025 admin uli@myuli com CWAVA message restriclion diges Details
Incoming 2007-11-05 15:00:55 andrea uli@myuli com CWAVA message restriclion diges Details
Incoming 2007-11-05 15:00:55 infa uli@myuli com CWAVA message restriclion diges Details
Incoming 2007-11-05 15:00:55 kaffestante uli@myuli com CWAVA message restriclion diges Details
incoming 2007-11-05 15:00:55 kaffestante uli@myuli com CWAVA message restriclion diges Detmils ||

L]

More details

Redline lists 50 messages only, so it is important to specify the correct filter or sorting to find the message
you are looking for. If you've found the message, you can click on the “Details” button to see through which

Domains the messages was routed and which was the destination or source Post Office and User.

Message Tracking
Message flow through Gateways:

|Dinc(ion IMassago Date |Messaga Time

|Groupwisc User

IFom’gn Address

| Message Subject

|Incoming |zno7-os14 |13:zo:o1

[wi

Imdline@myuncom

|Alert: (4)-POULL.DOULI->BackToN

Message flow through Domains:

|Agen( Name |Massag¢ Date lTimc Received !Tim- Delivered

!Mcssago Type IMnsngo Size

|Souru Agent lDasl Agent |Senda! Name |Send.r Domain |Toh| Recipients |Agent Recipients

[douti |2007-06-14 [15:20:02 [15:20:11

IMassage I10284

[cwia

Idoull.pouh |red|me

|myu|i.com |1

[
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Message Flow Check

Redline monitors message flow by creating a test message and sending it through the system via a relay.
The test message never is external to the system. Redline monitors the time that the Message is accepted
by the GWIA, by monitoring the GWIA log file, and then checks the time that the message makes it through
the POA, by monitoring the POA log file. Through comparison of these two times, Redline will know if the
message takes more than the allotted time, (default is 20 seconds), to move through the system, and will
generate an alert if the system is slow or unresponsive. The allotted time for this test is specified in the Post
Office Threshold called Message Flow Processing Time. This test is performed according to the interval
specified. From the Post Office, the message can flow to a BlackBerry device, with the help of the
Blackberry Enterprise Server, or to another mobile device through a GroupWise Mobile Server.

Message Tracking Message Tracking Seiup Message Flow Check
Message Flow Check @ Help
(D Message Flow Check

Redline can generate s messages which will flow from the SWIA, o the Domains, 1 a Posi Office and a test users mailbox. From there the message can flow  a mobile devi  [With Redline you can
measure how long it fkes unfil 3 message reaches it filna| destination and gel nfifisd if 3 message dossnt reach ifs fina| destination or tkes oo long

.. Flow Checks

Flow Check. Flow Check Name Status  Source (GWIA) Destination Repeat every Processing Time (seconds) Processing Status Action

My Test enabled douli GWIA admin@myulicom 10 Minutes POA:14,BES:B1727.GMS -B1726 [ IX] Egh 4

| Add/Edit Flow Check

A ™ Enabled

Flow Check Name: |

Source Infernet Agent douli.GWIA =|

Desiination E-Mail Add ress: |

Test Inerval € 1ominues € oMinues € 1Hour € 2 Hours
Check BES Delivery ™ Enabled

Check GMS2 Delivery: [ Enabled

. Domain Message Flow Status

- Itakes about & minutes unil the message fram from the SWIA 1 the desfination Mailbox in the Post Office and (if available) delivery © the mobile device is checked
- If MTA Message Logging is enabled in ConsoleOne, the flow is visible. The MTA flow details are not real fime, because the MTA provides this data afier a logfile rollover
only, which usually happens afer midnight

@ OK

Status of Message Flow

In order to test message delivery to a BlackBerry device, it is possible to set up a virtual device which is
connected to the BlackBerry server. The BlackBerry server doesn't see any difference between the virtual
device and a real device. For more information about setting up a BlackBerry Enterprise Server and a
Virtual Device, check out the Documentation of your BlackBerry Enterprise Server.

How to set up message flow check

Specify a Name for the flow check.

Select the Internet Agent where the message starts.

Specify a username who will receive the message.

Specify the interval how often a message will be sent.

Check if delivery to a mobile device should be checked.

Create a rule in the destination mailbox, that incoming messages will be deleted automatically.

oukAewWwNeE
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If a message couldn't be delivered in 30 seconds, an alert is generated. The time until a message needs to
be delivered can be configured based on a threshold called “Message Flow processing time”. This threshold
exists for the Post Office agents and the GroupWise Mobile Server as well. (Found under configured
thresholds for each agent. l.e. System View | <desired agent> | Configure tab, thresholds section.)

I RIM BlackBerry Server |

RIM BlackBerry Server Threshold Configuration 9 Help
1 configured RIM BlackBerry Server Thresholds
Threshold D=z ription Sum  Severity Compare Threshold Low  High Back o Mormal Mulli Fire Stafus  Aclion
gemt Status Mo Criieal = up o 0 Mo Mo Enabled [ J§
Meszage flow processing fime No Problem < 20 0 0 Yes No Enabled [ €
Memory Used %) No Minar == 25 o 0 Mo Mo Enabled [ 3§
ol Messages Pending Mo Minar = 3 o 0 Mo Mo Enabled [ 6

" Add or Edit Threshold

Stius " Enabied

Description IMEssagE flow processing time (optional)

Wl besFlowProcTime | ) Browse

Should be [< =] po or betwean: [0 and 0 [ 2 Minues deta
Severity: Prablem (3) =

MuliiFire Aler [ Enabled

Back b Mormal Aler! " Enabled

(Optional) E-Mail i |

(Optional) Broadcast o |

2 0K

Configure

The Configure section provides base configuration for the entire Redline system. (Configuration of
individual agents, graphs, and sections are found in the individual agent's configure tab.) The different tabs
listed under configuration deal with system-wide control and general information.

TCP/IP

The IP address which the Redline Control Center is bound to, what port it listens on, and how many
listening threads is controlled through this tab, for agent and web interface connections. These settings are
usually not modified.

Redllne ¥ Logout @ Admin Guide @ Install Guide
|

Auto Refresh

Favorites

CONFIGURE TCP/IP  Analyzer  Web Interface ~ Database = Manage  Maintenance  License  Online Update  About  Thanks To
!

o jr— TCPIIP Configuration —

B8 mhresnolds &b Agent Listener

) #® recommend 1P Adgress: 0.000

[# ® notification

® [— Pl 6900

& B Graphs Max Threads: 32

E=2 Groups

o Lo Status: Enabled
@ HTTP Web Interface
IP Address: 0000
Port. 6910
Iax Threads: 32
Login Aulo Complete: Ensbled
Status Ensbled

@ CK

By default, the address settings are all 0.0.0.0. If multiple addresses and interfaces are present on the host
server and a single address is desired, or perhaps a different port, this is where it is specified. After any
changes have been made, clicking 'OK' saves changed settings.
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Analyzer

Part of the core of the Redline system is the analyzer. The analyzer settings control the module of Redline
which analyzes and interprets the incoming data from registered agents. Changing settings here modifies
how notifications and alerts through the system are defined and triggered. For instance, if a lower trend
setting is desired in order to notice smaller bumps and dips in traffic, activity, or inactivity.

Redlin 4 ¥ Logout @ AdminGuide @ Install Guide
y__________________________________________________________________________________________________________________________________|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
CONFIGURE TCP/IP  Analyzer  Web Interface  Datsbase  Manage  Maintenance  License  Online Update  About  Thanks To
! =
Rt Carder Analyzer Configuration _ bl
E &} mreshoias ! Trend Analyzer
™ Recommend
& Interval 2 Minutes
[# M@ wotification
® Reports Trend Factor: 10.000000
® B Graphs Agent Alive Timeout. 250 Seconds
=" Groups
D8 user MultiFire Alerts Interval 10 Minutes
Back to Normal Alerts. Enable Engine (this doesn't enable Back to Normal alerts for all thresholdsrecommendations.)
Alert Engine: Enable Engine [this includes alert generation and notification.)

ot Alert generation

Normal Alerts: D Enabled
Informstional Alerts: [ enabled
Minor Alerts: 7] Enstled
Problem Alerts Enabled
Critical Alerts: Enabled
s B [ enabled

2 oK

Select the 'help' informational button for individual breakout and explanation of different settings. Default
settings are shown.

Web Interface

While the TCP/IP tab enabled the web interface and controlled the connection listening address and
threads, the Web Interface tab controls the behavior of the web interface itself; session timeout,
templates, and the animation of alert icons. The template path is for customizing the web interface, and is
usually left at default. Do not change it unless sure of operation.

Redlin ¥ Logout & AdminGuide @ Install Guide

Favorites Auto Refresh

CONFIGURE TCP/IP  Analyzer  Web Interface Database  Manage  Maintenance  License  Online Update  About  Thanks To
| F
T s Web Interface Configuration @ Help
B8 mresholds @ Global Settings
™ Rec d
= e Session Timeout: 60 Minutes
[# ® notification
@ Reports Template Path: joptbeginfinite/redling/CC-Templates
®, Graph
B Grophs #’ Alert Icons
EH=2 Groups
ol o Normal Alerts; [7] Animation Enabled
Informaticnal Alerts [0 Animation Enabled
Minor Alerts [ animation Enasled
Frablem Alerts: [ animation Enasled
Critical Alerts: Animation Enabled
2 OK
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Database
Access to information about, and cleaning and re-indexing of the Redline database is provided here. In

certain large environments, the Redline database may become slow or bogged down when used to
generate reports. If a report is taking an inordinately long time in generation, it may be necessary to clean
and index the database tables sourced in the report. This does become critical in large systems.

Different tables are listed, and may be sorted simply by clicking on the headings. Sorting the databases by
heading may be done in ascending or descending order simply by clicking on the heading name a second
time. Once the desired table has been located, it may be selected for cleaning and indexing by clicking on
the action icon.

Redllne # Logour @ AdminGuide & nstall Guide
v |

Dashboard Alerts System View Reports ‘Message Tracking Configure Favorites Auto Refresh
CONFIGURE TCP/IP  Analyzer  Web Interface  Database  Manage  Maintenance  License  Online Update  About  Thanks To
! .
B Contral Canter SQL Database Configuration @ Help
B &Y meesnoias 3! Database Vacuum
™ Recommend
Ensbled Dsy: Friday v  Hour 04:00 ~
[# ® wotification
® [ — @ CK
® B Grapns 4! Database Tables
=2 Groups Table: IDescription Tsble Name DB File Max Age Msax Records Index 1 Index 2 Index3 Index 4 Index & Ation =
|agent UP-DOWN Events squptime globslds O ] evdste evtime g
@Y vser I
laschive To Go Audit a%go_sudit  s2go.db 0 ] g E
|aschive To Go Ausit Log a2go_sudit_logaZge.db 0 ] g
BlacBeamy User besuser besuserds O o =
[BlackBeny Messages besmsgs besmsgs.db 0 0 =
[Exror Messages (GW Mobile Server) gwmemors  gwmobemdb 0 0 g
Exror Messages (FOA) enors slersdb 80 0 User EroDate  EworTimeAgentName g
[Gateway Accounting acoounting  ecctdb 50 ] MsgSubjedt GWiserlD  MsgDate g
IGroupWise Agents Configurad gwagentz gwsgentz.db =
gwoonn global.db LoginMame poaName =
GroupWise User gwuser globsl.db Name posNsme g
lGwAVA 3 MTA Scans gwavamia  gwavamsgs.dbSO 0 ScanStariDate ScanStartTime g
IGW Maile Server Events gwmobevents gwmobile.db 0 0 o -

<} Edit Database Cleanup and Indexing

Tsble Name:

Dstsbase File,

Max Records:
Max Age: Days
Index 1 Enabled ¥
Index 2: Enabled ¥
Index 3 Enabled ¥
Index 4 Enabled ¥
Index 5 Enabled ¥

@ OK

Once selected, a table's information is loaded into the cleanup and indexing section; where default cleaning
options are propagated. If further cleaning of additional index tables is desired, enable an open index
option and use the dropdown menu to select the desired index to clean. Click 'OK' to begin cleaning.

The cleaning of the database is not needed on a regular basis unless the report generation begins to lag.

Standard maintenance will take care of normal or smaller sized systems. See the maintenance section for
details.

Redline 3.5 Copyright © GWAVA Inc. 2011 41



Manage
Control Center Management shows settings for the log levels, basic control of the Control Center, (loading,
reloading, unloading, and automatic reset), and access through the web interface to the configuration files.

Redlin ¥ Logout @ Admin Guide @ Install Guide
v __________________________________________________________________________________________________________________________|

Favorites Auto Refresh

ENHGURE TCR/IP  Analyzer  Web Interface  Database  Msnage  Maintsnance  License  Online Update  About  Thanks Te
‘ Control Center Management @ Help

¥2 Control

Automatic Restart £ enabiea 30 Seconds of Delay to restart 2 OK

Restart Control Center: @ CK {Same as F8 an Conscle UI)

Unlosd Control Center. @ 0K {Same as F7 or ESG en Conscle Ul)

Reset Uptime: 2 0K

Debug Level o @ 0K

#3 Files

Get Logfile: 2 0K

Get rloenter. conf, 2 0K

Get threshuser conf 2 0K

Bet recommuser.conf: 2 0K

Automatic restart of the Control Center should not be used unless in coordination with Support as part of a
troubleshooting measure. Restart of the Control Center is helpful if the configuration has changed and a
re-load of the Control Center is desired. Unloading the Control Center will shut down Redline.

The Debug Level determines the amount of information in the log file. Acceptable settings are O - 6.
(Additional levels are available to Support, but should not be attempted without support's instruction.)
Default is '2', and all practical use in a production environment are the settings: 0, 2, 6. A setting of '6' is for
debugging purposes, '2' is for normal work, and '0' is minimalist. Selecting 'OK' saves changes or begins the
indicated action.

Maintenance

The Maintenance tab grants access to the basic cleaning and up-keep operations that maintain the speed
and usability of the Redline system and interface. Maintenance runs nightly, and should not need to be
triggered manually unless the Redline Control Center was not running at the specified maintenance time.

Most of these settings do not need to be modified from default, but can be adjusted to suit the particular
needs of every system.

Nightly maintenance jobs include: checking the availability of the agents, cleaning the database files and
index tables, deleting temporary files, and purging folders. These steps are usually enough to keep Redline
from becoming bloated or bogged-down in all but the largest system implementations. If more than usual
maintenance is needed, maintenance can be triggered immediately from this page, or targeted cleaning of
specific tables in the database maybe completed through the Manage tab.
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Nightly maintenance may be configured to exclude or include specific parts of the default procedures. To
enable or disable the procedures, place or remove a check in the appropriate 'Enabled' checkbox for the
desired procedure.

The maintenance start time is set in a 24-hour clock, and is a time-sensitive event that does not queue. If
the Redline Control Center is not running at the specified maintenance time, the maintenance job will not
be run until the next maintenance cycle. If the default time of '0' is not an appropriate time to have the
maintenance cycle run, select an appropriate time when system load is low and no reports or other system
maintenance which might interfere is scheduled.

Changed settings must be saved before maintenance is manually triggered. click the 'OK' button above the
Actions menu to save changes before triggering manual maintenance or browsing away from the page, or

the changes will not be implemented.

If the host server needs to be shutdown during the set maintenance time, manually triggering a
maintenance cycle will become necessary, especially if the shutdown is routine.

Redline # logout ® AdminGuide @ Install Guide
|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
CONFIGURE TCP/IP  Analyzer  Web Interface  Database  Manage  Maintenance License  Online Update  About  Thanks To
[ - - -
NI s Gt Nightly Maintenance Settings @ Heip
B &Y Threshoids 4ot Maintenance Jobs
™ Recommend c
Agent Up/Dawn chedk: ¥] Enabled
Hotification
Reports Clesn Database Files: 7] Enabled
B CGraphs Greste Index Tables 7] Enabled
Groups
. Delete Temp Files: 7] Enabled
Purge Folders ¥] Enabled
Maint, Start Hour. 0 (hour or the day)
+:4 Control Center Reload
Reload Time: ] (hour or the day)
Monday. Enabled
Ta=igy Enabled
Wednesday Enatled
Thursday: Enabled
Friday Enabled
ey Enabled
Sunday Enabled
@ OK
#3 Actions

Run Maintenance now: @ CK
Update Index Tables: @ OK |(Same s F4 cn Conscle UI)

Drop Index Tables: & OK {Same as SHIFT-F4 on Console Ul)

The Control Center may be set to automatically reload itself, restart, at a specific hour and day. This is also
not a normally necessary procedure, but may be necessary for specific host server needs. It is
recommended to only use the Control Center Reload function under instruction from Support.

The Actions menu allows for the manual triggering of a maintenance job, as well as specific maintenance
jobs not regularly scheduled. Redline can become bogged with information in the database which is no
longer current, or pertinent information to the system. Dropping index tables and updating index tables
will clean out the system and allow Redline to pull all new information into the system. However; these
actions will not be beneficial and may cause harm if the information removed from the system will simply
be repopulated back in by monitored agents. This should ONLY be used under the advisement of Support,
and if the system becomes bloated or the DB becomes stuck.
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License

The Redline registration name, code, and license files are controlled and listed here. The Registration name
and code are used for verification and as a data encryption key for communication between Redline Agents
and the Control Center. The registration name and code must be manually specified in the configuration file
for each Redline Agent. Changing the registration information would prohibit any agent from connecting to
the Control Center until each agent's configuration file had been modified to reflect the new information.

After initial setup, do not change the registration code or name unless absolutely necessary to avoid
connection problems. If changed, the registration code and name must be manually modified for each
Redline Agent.

The registration information does not need to be anything in particular and is not connected to the license
file; it may be anything desired. Though the registration code is recommended to be a mixture of numbers
and letters, for security reasons.

Redline 3.5 # Logout @ AdminGuide © Install Guide
R —

Favorites Auto Refresh

CONFIGURE TCP/IP  Analyzer  Web Interface  Database  Manmage  Maintenance  License  Online Update  About  Thanks To
I A A A b
8N Control Ceotar Redline Registration / License @ Help
E &} mreshoias < Registration
H ™ Recommend
[# M@ wotification
O] Reports Registration Code: 012345

& B Graphs

@~ 2 Groups
@ ¥ user ¢ Active License

Registrstion Name: gwava

@ OK

License Type: Full Licensed Version

Browse_ Install License

¢ Installed Licenses

File Licensed to Product Version Type Valid until Action
RD-3.0.pem GWAVA Technologies Inc: 30 Full License 20161102

Installed licenses are listed along with their expiration date and type. Licenses may be added or removed
from this location.

To obtain a license contact the GWAVA sales representative in your area, or visit

https://licenses.gwava.com/ to use a Validation key and claim a license for your system and find contact
information for sales representatives in your area.
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Online Update

The Online Update system connects to either the GWAVA download server or a specified server and checks
for updated software. The current version the system is running and the available versions for download
and update are listed. New updates are listed in black while downloaded updates are grayed out.

Redhne #F Logout @& AdminGuide @ Install Guide
Dashboard Alerts System View Reports Message Tracking Favorites Auto Refresh
CONFIGURE TCPR/IP  Analyzer  Web Interface  Datsbase  Manage  Maintenance  Licsnse  Online Updsts  About
| =
E® control Center Online Update running version 2.5.0 (8uitd 1002) 4— @ Help
E% mreshols £ Update Server
H®™® Recommend
Server Location: download.gwava.com
Notification
- & Refresh # Default
¥, Graphs £ ) Packages Available for Download
Groups Package Varsion Release Date Azim
Details
User Contral Canter Binaries 3.5.0, build 1003 2010-12417 i)
Web Interface 3,50, build 1003 20101217 B
Reports 3,50, build 1003 20101217 B
Schemsa 3,50, build 1003 20101217 B
Help/Knowledgebase 3,50, build 1003 20101217 B
Dats Definitians 3,50, build 1003 20101217 B
Linux Agent (328it SLES) 3,50, build 1003 20101217 ]
Linux Agent (84Bit SLES) 3,50, build 1003 20101217 ]
Netiars Agent 3,50, build 1003 20101217 i
Windows Agent (325it) 3,50, build 1003 20101217 i
Windows Agent (84Bit) 3,50, build 1003 20101217 i
& oK
¥3 Downloaded Control Center Packages
Pacage Version Release Date Download Date Update:
History
Control Center Binaries Not availsble Not availeble Not available i
Web Interface Mot available Mot available Not available ij‘
Reports Mot available Mot available Not available ij‘
Schema Mot available Mot available Not available ij‘
Knowledgebase / Help Mot available Mot available Not available i)‘
Data Definitions Mot available Mot available Not available i)‘
NOTE: The Contral = rastarted after the selacted packages are spplisd. You will nesd to login agsin.
+_J Update Now
Q Downloaded Agent Packages
Package Version Release Date Download Date yise
History
Linux Agent (32Bit SLES) Mot available Mot available Not avsilable i)‘
Linux Agent (B4Bit SLES) Mot available Mot available Not avsilable i)‘
MetWare Agent Mot available Mot available Not avsilable Ej
Windows Agent [32Bit) Mot svailable Mot svsilable Not available i
Windows Agent [B4Bit) Mot svailable Mot svsilable Not available i

+_J Update Now

Before packages can be installed, they must be downloaded from the download server. The default
download server points to the official GWAVA download server, and will carry the appropriate available
version. If a separate server is required or desired for download, it may be specified in the 'Server Location'
option. After specifying the new download server, click 'Refresh' to check for available versions. Clicking
the 'Default' button will return the download server to the GWAVA default.

The Control Center must always be updated first. Select the appropriate, desired, or globally select the
packages for download from the top, packages available, section, then select 'OK' to have the system
automatically connect and download the specified version. After the packages have been downloaded to
the Control Center, they are then available to be installed by the system. Select, either globally or
separately, the desired systems to update, and then click on the 'Update Now' button to update the
specified modules. Any update to the Control Center requires the Control Center to restart. After clicking
the 'Update Now' button, allow sufficient time for the system to restart before attempting to login.

For Agents, the update is a little different, as the agents must connect to the Control Center and copy the
appropriate binary package for each platform. Agents do not maintain constant contact with the Control
Center, and as such, the update may not be immediate. The default contact cycle for the Agents is every 2
minutes, and as such, several minutes may pass before the system is updated. Agents copy the new binary
down, install it, and then restart and reconnect with the Control Center.

The update history information icon will provide further details about the updates offered.
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About

The 'About' page contains information on the running versions, server contact information analyzer
information, working threads, etc... Because of the wealth of information on the server displayed on this
page, the About page is an excellent quick-glance to find configuration information on multiple systems at a
glance. The About page is purely informational and each system is configured through its respective page.

Redline

Dashboard Alerts System View Reports Message Tracking
EN FIGURE TCP/IP  Analyzer  Web Interfface  Database  Manage  Maintenance  License  Online Updats
Gl jr— About Redline
@R hreshos Q@ Redline

O] .
= .

Recommend

hat
Notification

Reports € RedLine Status

Graphs RedLine Vession

Groups
RedLine Libray:
User

Agent Listener

HTTF Server.

Time Service:

Graph Service

Analyzer Service:

Alert Service:

Storer Service:

Canfig Path:
Cenfig File:
Dats Fath
Templste Path:

Log Path

sting and m

sl

Redline Control Genter Version 3.5.0 (Build 1003)

libredline so Version 3.5.0 (Build 1003}

Status: 1, ID: -1324201072

IP Address: 0.0.0.0

Monitored Hasts: 2

Last Hosts ID:

Status: 1, D 1340386450

IP Address: 0.0.0.0

Idle Timeout: 60

Status: 1, ID: -1349379184

Status: 1, ID: -1273844848

Graph Interval: 4 minutes

Status: 1, ID: -1257059440

Interval: 2 minutes

Status: 1, ID: -1265452144

Chedk Interval: 30 seconds

Thrasholds: 577 (Max: 2048)

Status: 1, ID: 1248666736

Interval: 800 seconds

fopt/beginfiniteredline/cant

foptibeginfinite/redline/confirlcenter. conf

fopt/beginfinitelredline/db

fopt/beginfiniteredline/CC-Templates

foptibeginfinite/redlineflogs

About

+F Logout @ AdminGuide & Install Guide

Configure Favorites Auto Refresh
Thanks To
W Help
ring solution that n cu via email or pager
capacity planning and rity suditing

Threads: 32

IF Fort: 6500

Monitored GW Agents: 7 (Max:

Lest Agent ID: 15

Threads: 22

IP Port: 6910

Recy Buffer Size

Active Graphs: 19 (Max: 258)

Severities Max: 10

Sewerities: 378 (Max: 2048)

Thanks To

Acknowledgments page.
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Dashboard Alerts System View Reports Message Tracking
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L
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Favorites

The Favorites menu button provides quick links to
access the most frequently visited pages in the
system. It is provided as a convenience. Redline
maintains a separate favorites page for each
individual user.

Auto Refresh

Redline can automatically refresh the main page for status and general update of system information on
the selected interval. This allows the Dashboard to be left up on the desktop and maintain updated

Redline Favorites

Dashboard

Agent Status

information on the system statistics and trends. As each agent updates every 2 minutes by default, the '2

minutes' option makes the most sense, yet agents may be set for higher refresh rates.

Redline Refresh Rate

Disabled

10 Seconds

20 Seconds

30 Seconds

1 Minute

2 Minutes

4 Minutes
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Application
How to configure Agents and Agent settings

How to configure a new agent specific threshold or recommendation

1. We want to make sure that for one Internet Agent the number of items in the GWHOLD queue

doesn't exceed more than 30 items.

Browse to System View and select an Internet Agent of your choice.
Click on the “Configure” tab.

Select the value “GWHOLD Queue”.

Click the status enabled checkbox

Specify the threshold “Should be” “<=" “30".

Set the severity to Minor

PNV A~ WN

to Normal Alert”.
9. Click OK to save the new threshold.

We want the alert to solve itself as soon as the hold queue has less or equal 30 items.. Check “Back

Recommendations are defined in the exact same way as thresholds, and located on the same page, directly

below the threshold configuration area.

@ GW Internet Agent Recommendations

Recommendation [Description Sum Severity Compare Recommendations Low High Back o Normal Multi Fire Swtus ‘Action

AP Threads No Normal == 4 0 0 No No Enabled (X 3§

% Add or Edit Recommendation

Stws [ Enabled

Descripion [cAP Threads (optional)

Value: QwiaCAPThreads Browse

Shoud be == F T andp T™ 2 Minues detn
Severity Normal (0) =]

MuliFire Alert I Enabled

Back o Normal Alert I™ Enabled

(Optional) E-Mail
(Optional) Broadcast to:

2 OK

Defining agent specific graphs is very helpful in large environments. It avoids the generation of many
unnecessary images, if a graph is only needed for one specific agent. Other than being agent specific,
defining an agent specific graph is exactly the same as the global graph configuration.

GW Internet Agent Graph Configuration

Graph ifle Value 1 Value 2 Dats Type Current Valus per Ageni Dashboard Graph Dashboard RPM Staius Action

AP Threads gwiaCAPThreads z Absolute right Yes No No Enabled | &8

% Add or Edit Graph

Stus ¥ Enabled

Tifle [cAP Threads

Value gwiaCAPThreads Browse

Second Value: = | Browse

Timeframe F pay [ week I montn [ vear

Type € Retaive & Absolus

Direction CurrentValueison ¢ left  right side of the graph

Specials " aAverage [ peakhigh [ peakiow [ Tomi
o OK

Redline 3.5 Copyright © GWAVA Inc. 2011

48



Sometimes it is necessary to remove an agent from Redline. At the bottom of the manage page for each
agent is a button which will remove that agent from the list of active
monitored components.

GW Internet Agent Actions
@ OK

Remove Agent

The agent will no longer show up on Dashboard, Alerts List or System View, however, all data about this
agent will stay in the database for reporting. It is important to keep this data for tools like Message
Tracking, message analysis reports, etc.

Items in the system tree navigation pane

Configure graphs

The Configure main toolbar selection brings up a 'Configure' section in the left hand navigation pane. The
items here allow for global configuration not set for particular agents. Individual graphing or other options,
such as Reports, Notifications, Thresholds, and Recommended settings, have their corresponding
configuration listed underneath each specific agent. The Configure menu and page shown below is a global
configuration for the entire Redline system.

Red | ne -f Logout @ AdminGuide @ Install Guide
Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
| CONFIGURE GW Internet Agent -
E®) control Center GW Internet Agent Graph Configuration @ Help
= &§ Thresholds
#' @ GW Internet Agent Graphs
™ Recommend .
> Graph [Titie Value 1 Value 2 Dala Type CumentValue perAgent Dashbomrd Graph  Deshboard RFM  Stalus  Adiion
S D seon intermet Bytes IniOut ut  Relstive left Yes Yes Ne Enatled (X J6
O] =T Intemet Messsges In/Cut t  Relstive left Yes es Ne Enatled (X JE
BB Graphs (GWIA Third Party Send Folder gwisThirdSendeounttotal Absolute  left Yes Yes Yes Enatled (X JE
rh}‘\‘:: f" GWIA Third Party Receive Folder  gwiaThirdReceivecountiots! Absolute  left Yes Yes Yes Enatled (X JE
ateway =
Y Async Gateway (GWIA Third Party Result Folder gwisThirdResultcounttotsl Absolute  left Yes Yes Yes Enatled (X JE

cView Agent
change Gatewsy
1 Internet Agent
GIW Message Transfar
Agent
GIV Messenger Agent
I Messenger Arch Agent
I Mobile Server 1.x
I Mobile Server 2.x/3.x

GV Hotes Gateway

{38 Add or Edit Graph

Status: Enabled

Titie:
Value 1 2 Browse
NotifyLink Server

RIM BlackBerry Server
Redline Agent

Redline Database
Reload

Retain Server

Retain Worker

Value 2 | Browse

Timeframe:

Day Week Wonth Year

Type: Relative Absalute

Diredtion: Cument Value is on left right side of the graph

Groups Cut Pesks Enabled

u. .
i Range: Per Agent System Wide Deshboard RPM

Specials: Averzge Pesk High Pesk Low Total

2 oK

Every value that Redline monitors can be used to generate graphs. Configuring graphs can be done in two
places: Configuration, for global settings, and in the System View for separate, individual agents. If you
define a graph in the Configuration area and not in the System View on the agent, you can generate graphs
for every agent by configuring one graph setting. The disadvantage is that all the graphs are stored on the
disk drive. If the system has many agents, global graph creation can create a lot of files.

Elements that can be customized in graphs include:

Status: Enabled/Disabled

Title: A human readable name for the graph

Value 1: Any value that Redline can monitor

Value 2: Any value that Redline can monitor

Timescale; Day, Week, Month, Year

Type: Relative or Absolute

Direction: Current value is on the left or right side.

Range: Per Agent, System Wide, Dashboard RPM.

Specials: Average, Peak High, Peak Low, Total.

VVVVYVVVVYVYY
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Status
Instead of removing a graph configuration it is possible to disable a graph. That way you can enable the
graph later.

Title
The title is a human readable description which will show up as the title in the charts. This can be any text
you want.
Value: Desaiption Value Name Value Type Action =
[Files in Folder: [GWIAHCME)000.pre! wis000precounttotal int g
value 1/Va|ue z ISize of largest File in: [Gmeom:;.-aan.pm' :.viEDDD::r\:sizEIErgEs( int = L
You Can browse for a“ avallable ValueS. [Size of oldest File in: [GWIAHOME}000. pro/ gwia000prosizec|dest int :)
K . A A [Folder Size: [GWIAHOME]DO00.prc/ gwis000prosizetotal int E;
The window lists all values |nc|ud|ng Reset Statistics gwisAdionResetStats o ;i
Restart Gateway gwisAdtionRestartGateway int L
description, value name defined by gent stas guisAgentsiale g
. ICAF Threads gwisCAPThreads int I
Groulese and Value type The Flow Ched: to BES gwisFlowBES int :‘{’
. . . [Flow Chedk to GMS gwisFlowGMS. int L
available values are defined with the oy e E s
. . HTTP Port gwiaHTTPPort int =
Redline schema files. e T g
inbound Conversion Threads gwislnboundeanversionthresds int |
LDAP Threads gwiaLDAPThreads int g
LDAP Sessions Active gwisLdapAdtive int =
LDAR Auth Sessions gwisLdapauth int |
Timeframe

Graphs can be generated for different timeframes. For every timeframe a separate image will be
generated. Available timeframes are:

> Llast day

> Last week

» Last month (Last 4 weeks)
» Lastyear

Type (Relative and Absolute)

Relative values are used for counters that rise while absolute values are used for values which show a
current state (for example users connected). Relative values can be used to draw charts with counting
values, like the total number of messages processed. Relative values draw the difference between the
values. Think about Messages Received from the internet. Redline reads this value every 2 minutes, and it
could look like this: 120, 150, 180, 200, and 220. If you would draw the chart with absolute values, it would
just go from the bottom left to the top right corner. A relative graph draws a line which shows that in 2
minute intervals 30, 30, 20, 20 messages have been received, which is more useful.

Direction

The current value in a graph can be on the left or the right side of a graph. There are two blue lines which
show the timeframe specified. The thick blue line indicates where the current value is.

Internet Hessages In/Out - Delta Graph
20

16

1z

g

4 |
0
Wed Tue Man Sun Sat Fri Thu Wed
gwiadtatMsgsIn Largest: 19 Smallest: O Average: O Total: 95
gwiadtatMsgsiut Largest: O Smallest: O Average: O Total: ©
Thick Blue line

Redline 3.5 Copyright © GWAVA Inc. 2011 50



Range

The range of collected data can be set for each graph.
> Per agent — A separate graph is generated for every agent.
> System Wide - Adds all values of the agent types into one graph, and this graph will be selectable on the
Dashboard.
> Dashboard RPM - If selected the summary of the value of all agents of the same type will be
drawn in a RPM graph which can be selected on the dashboard.

Other selectable characteristics include Average, Peak High, Peak Low and Total.

How to create a new graph with two values

GW Message Transfer Agent ~

. GW Message Transfer Agent Graph Configuration 9 Help
Assume we need a Dashboard graph with the [

MTA values “Routed Messages” and “Error o o Tois m T e e o

[Closed Domains

Messages”. s

Absolute  left Yes No Yes

e left Yes No No

stive  left Yes Yes No

1. Click Configure / Graphs / GW MTA.

Check the Status Enabled checkbox.

3. Give the new graph a name, for
example: Domain Messages.

4. Click on the “Browse” button for the

N

lad Add or Edit Graph

Status: Enabled

first value and click on the column title

“Description” to sort the table based on s

that column. ——
5. Click on the icon for “Routed —

Messages”.
6. Close the Window with all the available

Values' :::;. TE!AQEN Psw:m"wms i Dishbaavd rfv;t‘
7. Click on the “Browse” button for the e

second value and click on the column
title “Description” to sort the table based on that column.

8. Click on the icon for “Error Messages”.

9. Check the checkbox for the timeframe “Day”, “Week”, and “Month”.

10. Select Type “relative”, because the values count messages.

11. Select Direction “Current value on the left side”.

12. Check the checkbox for “per Agent” in order to have a graph available in the System View.

13. Check all checkboxes for the 4 special values.

14. Click “OK” to save the settings.

15. Go to the System View and select a Domain.

16. Go to the “Graphs” tab and select the new graph.

It is possible to configure a graph for this agent only, if you define the graph on the agent’s configuration
page.

Redline 3.5 Copyright © GWAVA Inc. 2011 51



Report Generation and Custom Reports
Modifying Reports
Select Configure from the top toolbar

Select Reports from the tree on the left.

Redllne # Logout @ AdminGuide @ Insiall Guide
R R R R ——

Favorites Auto Refresh

Web Interfface  Database

Manage  Maintenance  License  Online Update  About  Thanks To

| CONFIGURE TR/
®® control Center TCP/IP Configuration o Heip

Analyzer

B mresholds &b Agent Listener

@™ Recommend

[# M wotification

gl | == 6900
* Archive to Go

© GW API Gateway
* GW Async Gateway

IP Address 0.0.00

Max Threads 32

- Gw w Agent Status: Ensbled
* GW Exchange Gateway
* GW Internet Agent ﬁ HTTP Web Interface
., GW Message Transfer
Agent IP Address 0.0.0.0
* GW Messenger Agent
* GW Messenger Arch Agent Pt 5910
© GW Mobile Server 1
* Gl Mobile Server 2.x/3.x Mk Threods 12
* GW Notes Gateway
Gl Post Office Agent
z Login Auto Complete: Enabled
i Enabled
- GWAVA 4.5
* Guinevere @ 0K

* Host
- NofifyLink Server

To edit a report you need to first select it. You can either select the report from the drop down menu in the
Configure page, or you can expand and select the desired report by clicking on Reports from the tree on
the left and selecting the object and agent with the desired report source.

Redllne # Logout @ AdminGuide @ Insiall Guide
v |

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
‘CONFIGURE GW Post Office Agent -
# % control Center GW Post Office Agent Reports Configuration @ Help
@ &E Thresholds
4 -] GW Post Office Agent Reports
™ Recommend .
> Report: Title Categary File Name Adicn  »
Notificat ~;
&) i HIFPAR/Sarbanes-Cxley Acoount Audit Compliance HIPAA-SOX-AccountAudit xmi Ef 4
EEEE HIFAL/S arbanes-Oxley Configuration Repert: Past Offices Compliance HIPAA-SOX-ConfigPOA.xml Ed 4
* Archive to Go o — = el e
: Fost Office Agents Configuration Repart Canfiguration CanfigPOA.xml ¥ =
Post Office Emor Messsge Anslysis Business PestOfficeEmarhsgAnalysiz xml e 4
Post Cffice Message Overview Business PostOfficeMessageSummery xml e 4
. Gl Infermet Agent Post Office Operation Analysis Business PostOfficeOperationAnalysis.xmi g 4
. W Message Transier [Fost Office Size Analysis List FostOfficeSize xml =X
gen =
- Gl Messenger Agent [Post Office Top 20 Redipients by Message Count List FostOffice Top20RedipientsCount xml Ed 4
RN Asssenges Arvh Agent Fost Cfice Top 20 Recipients by Message Size List FostOffice Top20RecipientsSize xmi Eg 4
*  GW Mobile Server 1.x - 0
. G Mobile Server 2.x/3.x Post Office Top 20 Senders by Message Count List PastOffice Tep20SenderCount.xml Ed 4
* Gl Notes Gateway Post Office Top 20 Senders by Message Size List PastOfficeTop20SenderSize. xml g 4 o

- GW Post Office Agent / —
i [# Edit Report

Template Filename

m

*  Guinevere

* Host

* MofifyLink Server

* RIM BlackBerry Server
* Redline Agent

* Redline Database API Madule: {Optional)

Category: ListReports -

Title:

* Reload

- Retain Server .
HTML Template: - - -
* Retain Worker Style Font Size

| e BEIEEBIEEEE R EIEEE

Graphs

Groups

User

For our purposes, we will be creating a new report on the top 100 messages over 5 MB. From a very similar
report: top 100 messages over 500Kb. This report is generated at the Post Office level.
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HTML Template:

Title Category File Name Acticn
Configuration Report: Post Offices Buszinass ConfigPOA xml ? x Locate the re port you
HIPAASarbanes-Oxley Account Audit Compliance HIPAA-SOX-AccountAudit.eml 3 “ WISh tO use as the source
HIPAASarbanes-Oxley Configuration Report: Post Offices Compliance HIPAA-SOX-ConfigPOw.xml :ﬁ’ x
, B _ o - for your custom report,

MMailbox Activity Ched List MailboxActivityCThedxml ,_j’ x )
Fost Office Emor Message Analysis Business PostOfficeEmorflsgAnalysis.xml ? x and CI ICk on the NOtepadl
Fost Office Message Cwverview Business PaostCfficelMessageSummany.oml| :‘ﬁ, “ the edit Option, to Open
Fost Office Operation Analysis Business PostOfficeCperationAnalysis.xm| ? x the re port for ed |t|ng
Fost Office Size Analysis Business PostOfficeSize.xml ? x
List PostOffice Top100MsgsGreaterSMB xm| g 4 .
Post Office Top 20 Recipients by Message Count List PostOffice Top20 RecipientsCount.xml :ﬁ’ x The Report Wi ” be Opened
Fost Office Top 20 Recipients by Message Volume List FPaostOfficeTop20RecipientsSize.xml ? x beIOW fOI’ ed|t|ng

¥ Edit Report

Template Filename: PostOfice Top100MsgsGreatersMB xml

Category: List Repods [V]

Title: Post Office Top 100 Messages larger 500KEB bytes

AP Modula: {Opticnal)

Style [+]| Font (]| Size ]

2]z BEIEERE

fQuery on Table: Post Office Messages

Post Office Agents: $repcountPOAS

Date Range: $repstartdate$ to $rependdate$
Created by: $repusername$

<?cescript dbquery("SELECT MsgSender MsgRecipient MsgSize FROM
msgspoa WHERE MsgDate>="SrepstartdateS' AND MsgDate<="Srependdate$’
AND SrepagentfilterS AND MsgSize>'500000" AND MsgSender<>"unlnown'
ORDER BY MsgSize DESC LIMIT 100", "poamsgs.db”. "<tr
bgcolor=SRowColorS><id align=\"right\"><font face=\"Arial. Helvetica,
sans-serifl” font size=\"-2\">", "<font></td=<td> </td=<td align=\"right\"><font
face=\"Anal. Helvetica, sans-serif\" font size=\"-2"">", "<font><td></tr>",
"#EEEEEE", "#FFFFFE"); 7=

D View Source

The Report is comprised of more than is listed here, but the database query is all that needs to be edited as
it is the part of the report that grabs the data.

Categony:

Title:

AP Meodule:

% Edit Report

Template Filenams:

PostOffice Top100MsgsGreatersMB-new.xm
ListReports [V]
Post Office Top 100 Messages larger 500KB bytes

{Opticnal)

BEFORE YOU EDIT OR SAVE CHANGES IN THIS REPORT, YOU MUST CHANGE TEMPLATE FILE NAME, OR YOU
WILL OVERWRITE OR CORRUPT THE EXISTING REPORT. It is also a good practice to change the report title
to match your new template name to simplify finding the report, and to have a correct title to your
generated report. This is not required, and may be anything you wish.
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Locate the sql query in the report field. This usually starts with “ccscript dbquery”. Edit the sql query to
provide the desired effect.

CQuery on Table: Post Office Messages

Post Office Agents: $repcountPOAS

Date Range: $repstartdate$ to $rependdate$
Created by: $repusername$

. "t (Bytes)

DRDER BY MsgSize DESC LIMIT 100", "poamsgs.db", "<

Mbocolor=3RowColor$><td align=\"right\"><font face=\"Arial Helvetica,
sans-serif\" font size=\"-2\">", "<font></td><td> </td><td align=""right\"><fon

face=\"Anal Helvetica sans-serif\" font size=\"-2\">"_ "<ffont></td></tr>"}
"#EEEEEE", "#FFFFFF"), 7>
m]

For this report change, we only want to change the message size parameter.
5 -

. Size
Sender Recipient
JiEf il [Bytes)

<Teescript dbquery("SELECT MsgSender MsgRecipient MsgSize FROM
msgspoa WHERE MsgDate>='Srepstartdate$’ AND MsgDate<='Srependdate$’
AND SrepagentfilterS AND MsgSize>'HUNIL AND MsgSender<>'unknown’
EEJRDER BY MsgSize DESC LIMIT 100", "poamsgs.db", "<tr "
“bgcolor=SRowColor$><td align=""right\"><font face=\"Arial, Helvetica,
sans-serif\" font size=\"-2\">", "<font></td><td> </td><td align="right\"><font
face=""Anal Helvetica, sans-serif" font size=""-2\"="_ "<font=<td=</tr>>",
E:'aﬁEEE]-"_'.EEE"= "ZFFFFFE"); 7=

The size limit is listed in bytes, (500000 = 500KB). We wish to generate a report that shows messages over
5MB. Edit accordingly.

. =" (Bytes)

"#EEEEEE" "#FFFEFE"). 7>
m

0 u}
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To save the change and list the report, click the OK button at the bottom of the screen.

Style v Font v Size v
DBEEEEEEEENEEDE
Query on Table: Post Office Messages
Post Office Agents: $repcountPOAS
Date Range: $repstartdate$ to $rependdate$
Created by: $repusername$

<7?cescript dbquery("SELECT MsgSender MsgRecipient MsgSize FROM
msgspoa WHERE MsgDate>="Srepstartdate$' AND MsgDate<='Srependdate$’
AND SrepagentfilterS AND MsgSize>'500000" AND MsgSender<>'unknown'
ORDER BY MsgSize DESC LIMIT 100", "poamsgs.db", "<ir
bgcolor=SRowColorS><td align=""right\"><font face=\"Arial. Helvetica.
sans-serif\" font size=\"-2\">", "<font></td><td> </td><id align=\"right\">-font
face=\"Arial. Helvetica, sans-serif\" font size=\"-2\">", "<font><td></tr>",
"#EEEEEE", "#FFFFFF"); 7=

I:l View Source

Your new report is saved and will be listed with the rest of the reports.

To Run your new report, go to Reports, (from toolbar), and Select the Run Report tab.

“F Logout @ AdminGuide @ Install Guide

Dashboard Alerts System View Reports: Message Tracking Configure Favorites Auto Refresh
GLOBAL REPORTS Run Repert  User Overview  Query  Report Modules  Report Designer
|
Run Report o e
u
User Overview 2] Select Report
Query —
eport: Title Category Agent Type Filz Name Adtion &
¥ Report Designer =
Al Agents Configuation Report Configuration  All ConfigAllxmi g 4
Comparisen -
BlacBeny 30 Day Message Summary Business RIM BlackBerry Server BES30DayMsgSummaryxml cg Si
Scheduler BlackBery Message Summary Business RIM BlackBemy Server BESMessageSummary.xml g 4
8 Report Browser [BlacBerry Top 20 Users by Incoming Message Count List RIM BlackBerry Server BESTop20IncomingCount xml @ 4
[BlacBeny Top 20 Users by Outgaing Message Count List RIM BlackBarry Sarver BESTop200utgaingCount xml @ 4
§  Message Tracking -
[BlacBery Top 50 Users by Incoming Message Count List RIM BlackBarry Sarver BESTep50incomingCount xml i 4
0 Process Status [BlacBery Top 50 Users by Outgaing Message Count List RIM BlackBarry Sarver BESTop500utgaingCount xml @ 4
BlacBeny Users List RIM BlackBenry Server BESUserListxml e 4
BlackBery Users with Panding Messages List RIM BlackBerry Server BESUserPendingList xml e 4
(Groupise 7.0.2/8.5.6 Vulnerabilty Check Business Al Vulnerability702VersionChedk xmi e 4
-
Guinevere Configuration Report Configuration  Guinevere ConfigGUIN.xml =i
GW Mobile Server Connedtion Analysis List GW Mobile Server 203 x BMSConnecionAnalysis xmi g 4
(GW Mabile Server Most Active Users List GW Mabile Server 2.x/3.x GMSMastActiveUser.xml @ 4
(GW Mabile Server Top 50 Ative Users List GW Mabile Server 2.x/3.x GMSUserActivityxmi @ 4
(GWwavA 2 Configuration Report Canfiguration GWAVA 3.x ConfigGWAVA.xml @ 4
(GWaVA 4.5 Configuration Report Canfiguration GWAVA 4.x/5 ConfigGW4v4.xmi P 4
(GWAVA 405 Message Frocessing Analysis Business GWAVA 4.5 GW4V4OperationAnalysis.mi g 4
HIPAA/Sarbanes-Oxley Account Audit Compliance  GW Past Office Agent HIPAA-SOX-AcoountAudit xml e 4
= aa

| Specify Filter
Dat= from: 19900101 1o 20110711

Agent Name: All Agents -

Locate your new report from the report list. The list is alphabetical, according to the report title. If you
didn’t change or specify a new title name but did change the template filename, then there will be two
listed.

Paost Office Size Analysis Business FostOfficeSize. xml :;; “
Post Office Top 100 Messages larger S00KE bytes List PeostOffice Top100MsgsGreaterSMEB. xml :-g; “
Paost Office Top 100 Messages |larger S00KE bytes List PostOfficeTop100MsgsGreaterSMB-new. xml| :-g) “
Paost Office Top 20 Recipients by Message Count List PostOffice Top20RecipientsCount.xml LA “
Paost Office Top 20 Recipients by Message Volume List PostOffice Top20RecipientsSize.xm| :-g) “
Past Office Top 20 Sender by Message Count List PostOffice Top20 SenderCount.xml :-g) “

Select report and run report by clicking on the notepad action icon, (run report), to the right of report
name to complete operation.
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Custom Report Creation

To create a new or custom report without modifying an existing report, Select Reports from the top
toolbar. We need to create a data module for this report. To do this, we start with a query.
Select the Query tab, or the Query option from the tree menu on the left.

Redline ¥ Logout © AdminGuide @ Install Guide
-_n - -

Favorites: Auto Refresh

BAL REPORTS Run Report  User Overview  Query  Report Modules  Report Dedigner

roa Query Reports / O Help

User Overview 2l Select Table

=i Tase Agent UP-DOWN Events - ook

Report Designer

Comparisan - Specify Filter

Scheduler

Report Browser - Save Options

Message Tracking Report/Module Name: s List Rep w Rep Mod

s | Query Result <% Show > Prnt csv 50 ttems on Report
Message Flow Configuration B
MTA Message Tracking
NotfyLink User
Post Office Logins
Post Office Messages

3 Redline Accounting Imports
Select the table you wish to run a query on from the Select Table Redline Alerts
Redline AuditLog
drop down menu. Select OK. Redline Groups

Redline Logfile Imports
Redline Version Information
Reload Errors =
Reload Events
Reveal Audit
Toffa SyncWise User
Vertigo Audit
WebAccess Login/Logout
WebAccess User
History:GW User Statistics
History: GWAWVA 3 Status T

The results will be displayed in the Query Result window.

jout @ Admin Guide @ Install Guide

Redline

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
BAL REPORTS Run Report  User Overview  Query  Report Modules  Report Designer
Query Reports 9 vep
U o
i | Select Table
Query -
Table MTA Message Tracking - @ 0K
Report Designer
Comparisan - Specify Filter
Scheduler
Report Browser - Save Options
[T Report/Module Name: s List Rep x Rep Mod
Process Status | Query Result & Show % Print | csv 50 tems on Repart
Work 10 95738 Agentiame W78 Agentin W BB Message Date WP PE Time Received W TP JE Time queved W7 Time Detivered BT B8 Message ype WP PR Messager 4
*00000809 dom 15 20110107 00:01:34 00:01:34 00:01:38 Admin Msg
*0000080A dom 15 20110107 00:01:34 00:01:34 00:01:35 Admin Msg
X00000808 dom 15 20119107 00:01:38 00:01:39 00:01:39 Admin Msg
*0000080C dom 15 20110107 00:01:28 00:01:38 00:01:28 Admin Msg
x00000800 dom 15 20110107 00:01:38 00:01:38 00:01:38 Admin Msg
*0000080E dom 15 20110107 00:01:44 00:01:45 00:01:45 Admin Msg 3
*0000080F dom 15 20110107 00:01:44 00:01:45 00:01:45 Admin Msg
x00000811 dom 15 20110107 00:01:44 00:01:45 00:01:45 Admin Msg
x00000812 dom 15 20110107 00:01:44 00:01:45 00:01:48 Admin Msg
00000813 dom 15 20110107 00:01:44 00:01:45 00:01:48 Admin Msg
x00000814 dom 15 20110107 00:01:44 00:01:45 00:01:48 Admin Msg
x00000817 dom 15 20110107 01:24:18 01:24:17 01:24:17 Messsge 4D281F2D.1
x00000818 dom 15 20110107 01:24:18 01:24:17 01:2417 Message 4D281F21
x00000818 dom 15 20110107 01:24:18 01:24:17 Message 4D281F21
*00000318 dom 15 20110107 01:24:18 01:24:17 Messsge 4D281F2]
*0000081A dom 15 20110107 01:24:18 01:24:17 Message 4D281F2!
%00000818 dom 15 20110107 01:24:18 01:24:17 Message 4D281F2)
*0000081C dom 15 20110107 01:24: 01:24:23 Message 4D281F3!
*00000810 dom 15 20110107 01:24: 01:24:23 Message 4D281F3!
*0000081E dom 15 20110107 01:24:22 01:24:23 Messsge 4D281F3:
*0000081F dom 15 20110107 01:24:42 01:24:42 Message 4D281F4
x00000820 dom 15 20110107 01:24:42 01:24:42 Message 4D281F4
x00000821 dom 15 20110107 01:24:42 01:24:42 Message 4D281F4
x00000822 dom 15 20110107 01:24.42 01:24.43 Message 4D281F48.5 ~
« [0 ’
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You may wish to limit the output of this report to tune the results. To do this, use the filter option. To set a
filter, chose a column header and click on the cone icon. —0
Sender Hame *& (ﬁ

A new field will appear, named Specify Filter, which allows you to specify the filter parameter.
The drop down tab allows several options to manipulate the filters.

>
<
>

<
Begins with

NOTE: The filter parameter is CASE SENSITIVE and DOES NOT allow wildcards. To effectively Ends wih

specify a working filter, you need to be able to see the query results, so you can specify a filter
exactly as the result is seen by Redline. A typo will cause the filter to exclude all results.

Redllne F Logout @ AdminGuide @ Install Guide
.|

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
GLOBAL REPORTS Run Report  User Overview  Query  Report Modules  Report Designer
|
[r— Query Reports @ Help
u i
User Overview [4 Select Table
GQuery
Table MTA Message Tracking - & oK
% Report Designer
Comparison 4] Specify Filter
: = - i ]
i Filter an SenderName: admin @& OK
®  Report Browser (<] Save Options
s o Eaciing Report/Module Name: s ListRep » Rep Mod
B i <] Query Result <% Show % Print | Csv 50 ttems on Repart
Work 10 %, ¢ B8 Agent Hame R 788 Agentn BB Wessage Date B W Time Received & T B8 Time Queved Ry PR Time Detivered & P B8 Message Type BB Message! +
«00000817 dom 15 20110107 01:24:18 01:24:17 01:2417 Message 4D281F20 |
x00000818 dom 15 20110107 01:24:18 01:24:17 01:24:17 Message 4D281F20 |
x00000819 dom 15 20110107 01:24:18 01:24:17 01:24:17 Messsge 4D281F20.]
x00000818 dom 15 20110107 01:24:18 01:24:17 01:24:18 Message 4D281F2D.
X0000081A dom 15 20110107 01:24:10 01:24:17 01:24:18 Wessege 4D281F20.
*00000818 dom 15 20110107 01:24:18 01:24:17 01:24:18 Message 4D281F2D.{=
*0000081C dom 15 20110107 01:24:22 01:24:23 01:24:23 Message 4D281F35 |
%0000081D dom 15 20110107 01:24:22 01:24:23 01:24:23 Messsge 4D2B1F35 ]
*0000081E dom 15 20110107 01:24:22 01:24:23 01:24:23 Messsge 4D2B1F35 ]
x0000081F dom 15 20110107 01:24:42 01:24:42 01:24:43 Message 4D281F49.
x00000820 dom 15 20110107 01:24:42 01:24:42 01:24:43 Message 4D281F49 |
x00000821 dom 15 20110107 01:24:42 01:24:42 01:24:43 Message 4D281F48.
x00000822 dom 15 20110107 01:24:42 01:24:42 01:24:43 Messsge 4D2B1F43.
x00000823 dom 15 20110107 Message 4D281F53.1
x00000824 dom 15 20110107 Message 4D2! 53.%
x00000825 dom 15 20110107 Message 4D281F53.1
x00000826 dom 15 20110107 Message 4D261F53.1
x00000827 dom 15 20110107 Messsge 4D2B1F53.
*00000328 dom 15 20110107 Messsge 4D2B1F53.
x00000828 dom 15 20110107 Message 4D F53.:
*0000082A dom 15 20110107 Message 4D281F53.:
%00000828 dom 15 20110107 E Messsge 4D281
*0000082C dom 15 20110107 01:24:53 Messsge 4D2B1F53.
X0000082D dom 15 20110107 01:24:53 Message 4D281F53. ¥
< i 3

The filter becomes active when you select the OK button and the query results are loaded. A column with
an active filter is noted by a pencil on the cone, shown in the column header. —
| Sender Hame ﬂ‘ﬁ@ |

To clear any filter, select the active filter cone in the column header and clear the parameter specified in
the Specify filter field, then click OK and the results will reload without the filter.
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There may be several filters active at the same time. When several filters are active, the Specify Filter field
will still only show one entry.

Redllne “F Logout @ AdminGuide @ Install Guide
N A NN A AN — — — —

Dashboard Alerts System View Reports Message Tracking Configure Favorites Auto Refresh
EO BAL REPORTS Run Report  User Overview  Query  Report Modules  Report Designer
|
e Query Reports o belp
— 4 Select Table
Query -
Table MTA Message Tracking - @ 0K
®  Report Designer
Comparison | Specify Filter
Filter cn DeliveredTime: < ~ 01:30:30 @ OK
Scheduler
¥  Report Browser - Save Options
[ —— Report/Module Name: » ListRep « Rep Mod
B Process Status B Query Result <% Show w Print | CsV 50 ltems on Repart
Work 1D %, 7 B8 Agenttame W58 AgentiD W BE Message Date WP Time Received W7 B8 Time Queued W/ B Time Delivered WP BH Message Type Wy B8 Messagen *
«00000817 dom 15 20110107 01:24:18 01:24:17 01:2417 Message 4D281F2D0 g
x00000818 dom 15 20110107 01:24:18 01:24:17 01:24:17 Messsge 4D281F:
x00000819 dom 15 20110107 01:24:18 01:24:17 01:24:17 Messsge 4D281F:
00000816 dom 15 20110107 01:24:18 01:2417 01:24:18 Message 4D281F:
*0000081A dom 15 20110107 01:24:18 01:24:17 01:24:18 Message 4D281F:
x00000818 dom 15 20110107 01:24:48 01:2447 01:24:18 Message 4D281F20.5
*0000081C dom 15 20110107 01:24:22 01:24:23 01:24:23 Message 4D281F:
*0000081D dom 15 20110107 01:24:23 Message 4D2:
*0000081E dom 15 20110107 01:24:23 Message 40281
x0000081F dom 15 20110107 01:24:42 01:24:43 Message 4D281F-
x00000820 dom 15 20110107 01:24:42 01:24:43 Message 4D281F49.7
x00000821 dom 15 20110107 01:24:42 01:24:43 Message 4D281F49.7
x00000822 dom 15 20110107 01:24:43 Messsge 4D281F:
x00000823 dom 15 20110107 01:24:52 Message 4D281F!
x00000824 dom 15 20110107 Message 4D281F!
x00000825 dom 15 20110107 Messsge 4D281F:
*00000828 dom 15 20110107 Messsge 4D281F:
x00000827 dom 15 20110107 Message 4D281F!
x00000828 dom 15 20110107 Message 4D2:
x00000828 dom 15 20110107 Message 40281
*00000824 dom 15 20110107 01:24:53 Message 4D281F:
%00000828 dom 15 20110107 01:24:53 Message 4D281F!
X0000082C dom 15 20119107 01:24:53 Message 40281F53.3
*00000820 dom 15 20110107 01:24:53 Message 4D281F53.5 ¥
< . 3

In this screenshot, both the Sender Name and the Time delivered columns have filters active on them, but
tche.Speufy Filter option o_nIy shows one a.ct|ve filter. Act{ve filters are sender Name %, %7 38
indicated by a green pencil over the cone icon for the active column.

To remove these filters, select the filter cone from the active filtered headers and clear the filter parameter
by selecting 'OK' without specifying any parameters. Repeat for as many filters you wish to remove, in the
order you wish to remove them.

To save your query results as a module, specify a Report or a Module name, and select the List Rep, or Rep
Mod buttons. (If you select the Rep Mod button, your query will be saved as a Module which can be used
to build a custom report with multiple queries, graphs, or tables. The List Rep button simply saves the
query as a full report which can be run later. See the Report Designer section.)

4| Save Options
Report/Medule Name: My User Table » Rep Mod
~| Query Result < Show % Print | CSV 50 ltems on Report
List Report saved successfully. -
THATH ATYE QTE ATH QTE QT Q7 Message size Y source Agent BT Q78 sendername F 7 PA sender Domain R, 7
710 po.dom -
690 po.dom
2002 dom

The query has been successfully saved when the red notification appears.
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Saved queries can be accessed, run, or modified just as the other reports. The saved query is also listed
with the rest of the reports or modules under the report or module name you specified.

Run Report  User Overview  Query  Report Modules  Report Designer
Run Report @ Help
Select Report
Report: Title Categony Agent Type File Name Adion -
il Agents Gonfiguration Report Configuration  All ConfigAll xml X [
ElacBemy 30 Day Message Summary Business RIM BlackBemry Server BES20DayMsgSummary.xml Ed 4
BlackBemy Message Summary Business RIM BlackBerry Server BESMessageSummary.xml g 4
BladkBery Top 20 Users by Incoming Message Count List RIM BladkBerry Server BESTop20IncomingCount.xml :? x
BlackBemy Top 20 Users by Outgoing Message Count List RIM BlackBerry Server BESTop200utgoingCount.xml Ed 4
BlackBermy Top 50 Users by Incoming Message Count List RIM BlackBerry Server BESTepS0IncomingCount.xml g 4
BlackBery Top 50 Users by Qutgoing Message Count List RIM BladkBerry Server BESTop500utgoingCount.xml :? x
BlacBemy Users List RIM BlackBerry Server BESUserListxml Ed 4
BlackBermy Users with Pending Messages List RIM BlackBerry Server BESUserPendingListxml g 4
Lt Fa
pWise 7.0.2/8.5.8 ilty Chedk Business All Vulnesability702VesrsionChedt.xml :? x
Guinevere Configuration Report Configuration  Guinevere ConfigGUIN.xml g 4
GW Mobile Server Connection Analysis List GW Mobile Server 2.0/3.x GMSConnectionAnalysis.xml :? x
GW Mcbile Server Most Active Users List GW Mobile Server 2.x/3.x GMSMaostActivelser.xml :? x
GW Mebile Saerver Top 50 Active Users List GW Mebile Server 2.0/3.x GMSUserActivity.xml :ﬂ’ x
GWAVA 3 Configuration Report Configuration GWAVA 3.x ConfigGWAVA xml ed 4
(GWAVA 4.x/5 Configuration Report Configuration  GWAVA 4.5 ConfigGW4v4.xml e 4
GWAVA 40/5 Message Procsssing Analysis Business GWAVA 4x/5 GW4\40perationAnalysis xml ed 4 il
-3 aa
Specify Filter
Date from: 1990-01-01 to 2011-01-11
Agent Neme All Agents -

To run your custom report, select the notepad to the far right of the report name in the list. The report will
be generated and displayed.

Redline example%20list’%20module.xml Tue, 11. Jan 2011,
% Print
Query on Table: MTA Message Tracking
Registered Agents: T
Date Range: 1990-01.01 to 20110111
Created by: admin
This is a user defined list report.
workip  Ruent Agent  Message Time Time Time  Message Messageip ~ Message  Queue  Message Source  Destination  Sender Sender Total Agent MTA
Name D Date  Received  Queued Delivered Type Queue  Type Size Agent Agent  Name Domain Recipients _ Command
*00000817 dom 15 20110107  01:2418  01:2417 01:2417  Message 4D281F2D.371:148:8073 4 OFS 11084  GWIAdom dom.po admin  gwava.com 1 1 ME;'::E'
x00000818  dom 15 20110107  01:2418  01:2417  01:24117  Messsge 4D281F2D.372:149:9074 4 OFS 11752 GWlA.dom dompo  sdmin  gwsvs.com 1 1 ME:;‘;
x00000819  dom 15 20110107 01:2418 012417 012417  Message 4D281F2D.373:150:9075 4 OFs 11056 GWlA.dom dompo  edmin  gweva.com 1 1 Mz:':;’
x00000816  dom 15 20110107  01:24:18 012417  01:24:18  Message 4D281F2D.35E:145:9070 4 OFS 11088 GWIA.dom dom.po  sdmin  gwavs.com 1 1 ME:;:
x00000814  dom 15 20110107 01:2418 012417 012418 Message <D281F2D.36F:146:5071 4 OFs 11084 GWlA.dom dompo  sdmin  gwsve.com 1 1 Mz:':;’
x0000081B  dom 15 20110107  01:2418 012417 012418  Mesage 4D281F2D370:147:8072 4 OFS 11080 GWIA.dom dompo  admin gwava.com 1 1 ME:;:
x0000081C  dom 15 20110107 01:24:22 012423 01:2423  Messsge 4D281F35.375:152:9077 4 OFS 11080 GWlA.dom dompo  sdmin  gwsva.com 1 1 Mz:':;’
*0000081D dom 15 20110107  01:24:22 01:2423  01:24:23  Message 4D281F35374:151:9078 “ OFS 11084  GWIA dom dom.po sdmin  gweva.com 1 1 M:::;
x0000081E  dom 15 20110107 01:24:22  01:2423  01:2423  Messge 4D281F35.376:152:9078 4 OFS 11072 GWlA.dom dompo  sdmin  gwsva.com 1 1 M'Z;';“;'
*0000081F dom 16 20110107  01:24:42 01:24:42  01:24:43  Message 4D281F48.37A:157:9082 “ OFS 11456  GWIA dom dom.po sdmin  gweva.com 1 1 Mi";
*00000820 dom 15 201101407 01:24:42  01:24:42  01:24:43  Message 4D281F49.379:156:5081 4 OFS 11488 GWlA.dom dompo  sdmin  gwsva.com 1 1 ME:‘;
x00000821 dom 15 20110107 01:24:42 012442 012443 Message 4D281F49.378:155:9080 4 OFS 11456 GWlA.dom dompo  admin  gwava.com 1 1 Mi‘:
x00000822  dom 15 20110107 01:24:42 012442 012443 Mesage 4D281F49.377:154:9079 4 OFS 11488 GWlA.dom dompo  sdmin  gwava.com 1 1 ME:‘;
x00000823  dom 15 20110107  01:24:52 01:2452  01:2452  Messsge 4D281F53.37B:158:9083 4 OFs 11484 GWlA.dom dompo  sdmin  gwsvs.com 1 1 Mi‘:
x00000824  dom 15 20110107  01:2452 012452 012453  Message 4D281F53.370:158:8084 4 OFS 11484 GWIA.dom dompo  admin  gwava.com 1 1 ME:‘;
x00000825  dom 15 20110107  01:24:52 01:2452  01:2453  Messsge 4D281F53.37D:160:9085 4 OFS 11484 GWlA.dom dompo  sdmin  gwsvs.com 1 1 Mi‘:
*00000826 dom 15 20110107  01:24:52  01:24:52 01:2453  Message 4D281F53.37E:161:9026 4 OFS 11484 GWIAdom dom.po admin  gwava.com 1 1 ME:;';;’
x00000827  dom 15 20110107  01:24:52 01:2453  01:2453  Messsge 4D281F53.37F:162:9087 4 OFS 11484 GWlA.dom dompo  sdmin  gwsvs.com 1 1 ME:;‘;:
*00000828 dom 15 20110107  01:24:52 01:2453 01:2453  Message 4D281F53.380:163:9088 4 OFS 11484 GWIAdom dom.po admin  gwava.com 1 1 M'::'::E'
x00000829  dom 15 20110107  01:24:53 01:2453  01:2453  Messge 4D281F53.382:165:9090 4 OFS 11480 GWlA.dom dompo  sdmin  gwsvs.com 1 1 ME:;:
x00000824  dom 15 20110107 01:24:53 012453 012453 Message 4D281F53.383:166:5091 4 OFs 11488 GWlA.dom dompo  sdmin  gwsve.com 1 1 Mz:':;’
x00000828  dom 15 20110107  01:24:53 012453 012454  Mesage 4D281F53384:167:9082 4 OFS 11488 GWIA.dom dom.po  admin  gwava.com 1 1 ME:;:
x0000082C  dom 15 20110107 01:24:53  01:2453  01:2454  Messge 4D281F53.386:169:9094 4 OFs 11480 GWlA.dom dompo  sdmin  gwsva.com 1 1 Mz:':;’
*0000082D dom 16 20110107  01:24:53 01:2453  01:2454  Message 4D281F53.385:168:9093 “ OFS 11488 GWIA dom dom.po sdmin  gweva.com 1 1 ME:;?;
x0000082E  dom 15 20110107  01:24:53 012453 01:2454  Messge 4D281F53.381:184:9089 4 OFS 11480 GWlA.dom dompo  sdmin  gwsva.com 1 1 MZ:;::E'
*x0000082F dom 16 20110107  01:24:53 01:2453  01:24:54  Message 4D281F53.38A:173:9088 “ OFS 11776 GWIA dom dom.po sdmin  gweva.com 1 1 Mi";
Delier
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Report Editor

Redline provides several ways to create new reports. The easiest way to create reports is to save them as
list reports from the database query page, as described above. There also is a Report Designer and a Report
Editor available in Redline. The Report Editor is an html editor you can use to add text, images, commands,
etc to any report you want. Browse to Configure | Reports and select an agent type you want. You can also
modify and delete reports.

-f Logout @ AdminGuide @ Install Guide

Dashboard Alerts System View Reports ‘Message Tracking Configure Favorites Auto Refresh
‘ CONFIGURE GW Post Office Agent -
. - c, =
™) control Center GW Post Office Agent Reports Configuration 9 Help
8 Mresnolds
. -] GW Post Office Agent Reports
™ Recommend L
Report: Title Category Filz Name
[ ® notification
HIPA#/Sarbanes-Oxley Account Audit Complisnce HIPAA-SOX-AccountAudit xml
S] EITE HIPAA/Sarbanes-Oxley Configurstion Repart: Post Offices Compliance HIPAR-SOX-ConfigPOA xml
Archive to Go oot office confiauration 2. con ConfisPOA
e ast Office Agents Configuration Report Configuration ConfigPOA.xm
[Post Office Emor Message Analysis Business PostOffice EmorlsgAnalysis xmi
Post Office Message Overview Business PostOfficeMessageSummary.xml
G Internet Agent Post Office Operation Analysis Business PostOfficeCperationAnalysis xml
iw ""‘95 sage Transfer [Post Office Size Analysis List PostOfficeSize xml
gen
GWW Messenger Agent [Post Office Top 20 Recipients by Message Count List PostOffice Top20RecipientsCount xml
el s senqer Arch Agent Pzt Office Top 20 Recipients by Massage Size List PostOffice Top20Red pientsSize xml
GIW Mobile Server 1.x
GW Mobile Server 2x3.x Post Office Top 20 Senders by Message Count List PostOffice Top20SenderCount xml
GW Notes Gateway Fast Office Top 20 Senders by Message Size List FostOffice Top20SenderSize xml

GW Post Office Agent

m

™ Edit Report

GWAVA 3.x

. Templste Filename: PostOfficeOperationAnalysis xm|
GWAVA 4.xi5
Guinevere
Categery: List Reports hd
Host
MotifyLink Server
e —— Title: Post Office Operation Analysis
Redline Agent
Ty APl Module: {Optional)
Reload
Retain Server .
HTML Template: Style ~ Font -« Size ¥

Retain Worker

DEEEEEEECREEDE

T+C lcecore

o). E\:;::u Query on Table: Post Office Status History
™ Groups Post Office Agents: $repcountPOAS

Date Range: $repstartdate$ to $rependdate$
93 Created by: $repusernames

This report shows the message traffic for your Post Offices. Included at the end of this
report is the total number of error messages. Lots of error messages could indicate a problem.
This list shows the total number of messages processed.

m

<Tcescript richart("18", "SELECT poalName TotalMsgs FROM poastatus WHERE

You can use the Report Editor as a simple way to copy a report for modification:

Select a report which is similar to what you need
Click on the “Edit” icon

Specify a new Template Filename and a new Title
Click “OK” to save the report.

PwnNPE

Instead of creating all reports with the Report Editor you can use the Report Designer. With the Report
Designer it is not necessary to know about all variables and commands you can use in a Report. You don't
need to know about any SQL statements as well.
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Report Designer

The Redline Report Designer helps to create new reports with tables, graphs, text and other elements and
it is not necessary to know anything about XML, HTML, SQL or other languages. Before you start with the

first report, you need to understand the concept of how to build reports out of Report Modules. A typical
report can look like this:

This report contains text, tables and

a chart. Every part of this report is a Redline Post Office Size Analysis  Mon. 20. Aug 2007, 1341:26
different “module” of a report. '
Before you Create a new report' you Query on Table: Post Office Status History
need to create the tables and charts | PostOffice Agents: 2

as report modules, WhICh can be Date Range: 1990-01-01 to 2007-08-20

Created by: admin
used to Create a report |ater_ S R A A e S X S e P e A A e i e S e e SR e S e S e S R S S A S e

known users are in the Post Office database. This can help to balance the usage of
Post Offices in your environment.

» Print

Text Module
Post Office Disk Space Available MB Disk Space Available % Date
Table Modul polinux.douli 32438 e5 20070820
pouli.douli 25360 84 2007-08-20

Text Module: The number of mailboxes is different on most Post Offices. To balance the number of Mailboxes
on each Post Office, it is useful to know how many Mailboxes are on each Post Office.

The size of the Post Office database is another important factor. This is important for
backup or maintenance jobs.

Table Module 2 fl> PostOffice Mailboxes DB Size
pouli.douli 11 1120016
polinux.douli 3 1340

Text Module: Graphical view of the number of Mailboxes per Post Office

Hailboxes per Post Office

Chart Modules——— poul i .doul

polinux.douli

0 5 10 15

7, Baginfinie Inc

Before you start with a new report, it can help to draw concept of the report on a piece of paper. Once the
concept is drawn, it is much easier to create the tables you need. Every chart is a table as well, but a table
with 2 columns only: description and value. The above chart is from a table with the first column as the
Post Office Name and the second table as Number of Mailboxes.

Make sure you understand the concept of Report Modules, before you continue to read.
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How to create a Report Module for a table

Assume we want a table with Username, number of messages in the mailbox, mailbox size, last

access date.
Browse to Reports | Query.
Select the table “GroupWise User” and click OK.

Run Report User Overview  Query Report Modules Report Designer
Query Reports

Z| Select Table

Table: GroupWise User - @ OK

- Specify Filter

~| Save Options

Report/Module Name: s ListRep « Rep Mod

-~ Query Result <% Show % Print csv

@ Help

] lterns on Report

work 10 &, B8 Agenttame @ 7B Agentin &7
x00000817 dom

x00000818 dom

x00000818 dom

x00000816 dom

X0000081A dom

x00000818 dom

x0000081C dom

x0000081D dom

x0000021E dom

x0000081F dom

x00000820 dom

x00000821 dom

x00000822 dom

x00000823 dom

5

5 20110107
20110107
20110107

1

1

1

1

1
15
15
1
15
15
15
15
1

5

| -

&7 88 wessace Type B, 7 R

01:24:43
01:24:42
01:24:42

01:24:62

Hide all columns except Name, Last Active, Msgs Total, and Mailbox Size by clicking on the

magnifying glass in the column header.

Specify a module name in the field “Report/Module Name” and click on [ _RepMod |. In our case we

use “My User Table”.

The report module is saved, named, and can be seen if you click on the tab “Report Modules”.

Edit or remove
report module

M
Run Report User Overview Query Report Modules Report Designer
Report Modules @] plp
/1 Select Module
Report Module: Title Table Action
message size, sender, domain msgsmta t?“
My User Table msgsmta -_? “

If you have specified some filters etc for a Report Module, browse to another place in Redline and come

back. All filters, sorting etc. are still present. All defined filters, sorting and hidden columns will be reset

every time a new table is selected. If you click on the edit icon in the Report Modules list, you can modify

the Module at any time you want. It is important to know that this DOES NOT change fully designed reports
which use this module. They use a copy of the Report Module from the time when the Report was
designed.

How to create a Report Module for a chart

1. Assume we want a chart with Username as the description and the number of messages.
2. Browse to Reports | Query.
3. Select the table “GroupWise User” and click “OK”.
4. Hide all columns except “Name” and “Msgs Total”
5. Specify a module name in the field “Report / Module Name” and click on (E_Ree¥ed ], |n our case
we use “My User Chart”.
Run Report Usear Ovarview Report Modules Report Dasigner
The Report Module for the Chart is done Report Modules 9 Help
now. ~| Select Module
Report Module: Title Table Action
My User Chart gwuser ‘-f“
message size. sender. domain msgsmta -_:f “
My User Table msgsmta -_:f“
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Build the Report

Now that all required modules have been created, it is possible to design the final report with the report

designer. Browse to Reports and click on Report Designer.

Run Report User Overview Query Report Modules Report Designer
Report Designer
<) Add/Edit Report
Report Filename: xmil
Category: List Reports -

Title:

~| Re port Content

@ Help

Ik Save

S0

Every report is stored as a XML file in the folder /opt/beginfinite/redline/conf/reports.
Avoid special characters like .,=,1,6,3,0 etc. for the Report Filename. This can cause
problems.

How to create a new report with the two Report Modules we've created

Add Text, Table,
or Chart

1. Specify a report filename; in our case we use MyNewReport.

2. Specify a category. Our Report is just a list of users with some numbers, so we choose “List
Reports”.

3. Specify a title, for example “My new user report”.

4. Click on the Icon for “Add Table” and select the Report Module “My User Table”.

5. Click on the icon for “Add Chart” and select the Report Module “My User Chart”.

6. Click on the Icon for “Add Text” and write some lines of what the report will show.

7. Select a chart type, for example “3D Bar”.

8. Click on “Save” to save the new report.

Run Report User Overview Query Report Modules Report Designer

Report Designer 9 Help
<) Add/Edit Report
Repaort Filename: MyNewReport xml H Save
Category: List Reports -
Title: My User Report a0
2 Report Content
Text: - Rul™F ¢
This Report lists users including the number of messages. This is a great spot
for any other needed description to understand what this report does as well as
Text instructions as to what do to with the provided information.
Get back to work, vou slacker!
Chart: = Ral™ ¥ 4
Select Query Module: My User Chart v
Chart Type: 3D Bar -
Graph Size: 800 width, 250 height
Badground Color: White -
Table: 0= H
Select Query Module: My User Table A

Reports will appear in the order that their modules do in this list. Newly added modules are added to the
top of the list. Plan your report appropriately; if the text is desired to be on the top of the report, add it last.
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Execute the new report

Now you can browse to Reports|Run Report and look for the new report “My new user Report”. If you click
on the action icon, the report is shown and can be printed.

Run Report  User Ovarview  Query  Report Modules  Report Designer
Run Report @ Help
<] Select Report
Report: v i IR
intemet Top 20 Recipients by Messsge Volume List GW Intemet Agent GWIATop20RedipientsSize xml g 4
intemet Top 20 Sender Domains (by Message Gount) List GW Intemet Agent GWIATop208enderDomainsCountaml [ S8
intemet Top 20 Sender Domains (by Message Volume} List GW Intemet Agent GWIATop20SenderDomainsSize xml Eg 4
intemet Top 20 Senders by Message Count List GW Intemet Agent GWIATop20SenderCount xmi g 4
intemet Top 20 Senders by Message Volume List GW Intemet Agent GWIATop20SenderSize xml g //
Wy User Repor] = m @
ity User Table List GW Message Transfer Agent My User Tsble xml g 4
IFost Office Size Analysis List GW Post Office Agent PostOfficeSize.xml g 4
Post Office Top 20 Recipients by Message Count List GW Post Office Agent PaostCffice Top20RecipientsCount xml ? x
[Fost Office Top 20 Redipients by Message Size List GW Fost Office Agent FostOffice Top20RedipientsSize xml Eg 4
[Post Office Top 20 Senders by Message Count List GW Post Office Agent PostOffice Top20SenderCount xml g 4
[Post Office Top 20 Senders by Message Size List GW Post Office Agent PostOffice Top20SenderSize xml d 4w
[Post Office Top 50 Messsges Larger Than 5000 Bytes List GW Post Office Agent PostOfficaTopS0MsgsCraater000xml | 96 L
[Fost Office Top 50 Recipients by Message Count List GW Post Office Agent PostOffice Top50RecipientsCount xml cd S
[Fost Office Top 50 Senders by Message Gount List GW Post Office Agent PostOffice Top50SenderGount xml = a8 L
[Reload Disk Space Usage Analysis List Reload ReloadDSUsageAnalysis.xml Eg 4
User License Analysis List GW Fost Office Agent UserLicenseAnalysis.xml g 4
User Mailbox Analysis List GW Post Office Agent UserMailboxAnalysis.xml = ¥
feac Pancd . 400 | agst Activs List (N Prat Office anant Mailhver b rtiitCh L M -
<] Specify Filter
Date from: 1980-01-01  to 2011-07-11
Agent Name! All Agents -

H My New User Report Tue, 11 Jan 2011, 14
Redline Y P
% Print
Registered Agents: [
Created by: admin

This text shows up on the report header, and is a great place for a short description as well as recommended action or instructions to make the report information useful; such as a course of action.
Get back to work, you slacker!

Mame Inactive Days Msgs Total _Mailbox Size (KE)

david 277 4538 187689

oaig 2988 4538 18769

james 7T 340 250

admin 9999 8794 129828

chris. o o o
My User Chart

g

8OO0

00

BO00

500

4000

3000

2000

1000 — ’_ S—
1}

david
crai:

James
acdnin
chris

Report generated with Redline 2.5.0. © Copyright 2004-2010. Beginfinite Inc

It is possible to add as many tables, charts and text modules in any order into a report. If needed, the
report can be modified with the Report Editor later on, to put in special SQL statements etc.

If all this is not enough to create the report you need, Redline provides an APl for Reports, which can be
used to create very specific reports, but requires some programming skills and detailed knowledge of SQL.
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Log file Import

Many reports in Redline are based on data in the Redline database. Usually Redline is installed in existing
GroupWise environments where lots of old log files exist. It is possible to import these log files into the
Redline database. On the Server where the Control Center is running the folders:

/opt/beginfinite/redline/imp
/opt/beginfinite/redline/imp/acct

...are checked every minute if there are files that can be imported. Some log files have enough data to
detect to which agent they belong to, some don't. The following table shows what is necessary to import
the different log files.

APl Gateway log files -> Copy the file into the imp folder

Blackberry Enterprise log files -> Copy the file into the imp folder

Gateway accounting log files  -> Copy the file into the imp/acct folder

GWAVA 3 log files -> Copy the file into the imp folder

GW Mobile Server 1 log files  -> Rename the file to SERVERNAME _logfilename and copy it into the imp
folder

GWIA log files -> Copy the file into the imp folder

MTA log files -> Copy the file into the imp folder

MTA Message log files -> Rename the file to DOMAINNAME_logfilename and copy it into the imp
folder

Post Office log files -> Copy the file into the imp folder

Post Office GWCheck log files -> Copy the file into the imp folder

WebAccess log files -> Copy the file into the imp folder
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Appendix
POSIX, UNC, and NetWare Paths

There are four common file path formats that Redline uses.
» UNC (Universal Naming Convention) is used commonly on Windows and occasionally on NetWare. An
Example of UNC is \\servername\volumename\path
» Mapped Drive format is used exclusively on Windows. An example is driveletter:\path1\path2
» NetWare path format is used exclusively on NetWare. An Example is volumename:\path1\path2, or
server/volume:\path1\path2
» POSIX is used on Linux, but also is used on NetWare by Redline. A POSIX example is /pathl/path2

Although Redline gathers the majority of its information via HTTP (and thus is file system independent),
there are several circumstances when file paths must be specified (and hence the specific format used is
important):
» The RLAGENT and RLCENTER configuration files specify directory paths for internal Redline
directories such as the Database or Reports locations.
» The RLAGENT file may contain PATH specifications for integrated components such as BES,
Guinevere, and the APl Gateway that do not have HTTP servers.
» Behind the scenes, Redline gathers log file information from many agents. These log files must
be located in an accessible location.

On Linux and Windows systems, the rules are fairly straight forward:

» For Linux boxes, all paths must be POSIX format. UNC, mapped drive, or NetWare paths will not
function. When first installed, all your paths will be in POSIX, and you must keep them that
way.

» For Windows, you may use either mapped drive or UNC format. POSIX, NetWare paths will not
function correctly. When first installed, all your paths will be in mapped drive format, and you
may alter them between mapped drive and UNC as desired.

On NetWare the situation is a bit more complicated. As long as Redline is installed in its default location,
and all of the component agents are on the SYS volume, all should work perfectly. Otherwise:

» Regarding issue 1, if you actually need to change these paths (and in normal operation, even
when moving Redline to another volume, this is not needed), POSIX format is required. See
below for the POSIX and NetWare path discussion

> Regarding issue 2: POSIX, NetWare, and UNC paths are all accepted in the PATH section. Hence,
it is recommended that you use NetWare or UNC paths, and avoid the POSIX path issues
described below

» Regarding issue 3: Redline will automatically deal with NetWare Log File paths read from the
HTTP server and convert them to POSIX format internally, creating mount points as needed
(under sys:\mnt\posix\volumename). So, no extra configuration is normally needed. If you wish
to understand more about mount points, read on.

NetWare and POSIX Path Conversion

Consider a standard Netware server, named MJBSERVER, with 2 volumes, SYS and DATAL. Now let’s take
the example of GroupWise being installed on this server, first on the SYS volume and then the DATA1
volume. For simplicity, we’ll assume the GroupWise agents are all installed under a directory right off the
root of the volume named GRPWISE.

Start with the GRPWISE directory on SYS, the Netware path is volume:\path, so in this case it is the straight

forward SYS:\GRPWISE. POSIX format is /path1/path2. In this case it is simply /grpwise. The only change is
to eliminate the volume name and change to forward slashes.
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//servername/volumename/path

Other examples of path conversions on SYS would be SYS:\system vs. /system, or SYS:\novell\webacc vs.

/novell/webacc. It may be clear that an issue will arise, namely, that POSIX paths don’t include volume
names.

Let us move the GroupWise system to the volume DATA1

The NetWare path will still be straight forward. It will be DATA1:\grpwise. But what is the POSIX path? The
way that Novell solved this problem was to allow users and programs to provide a “mapping” between
POSIX paths and Netware volumes. More specifically, there is a file (which doesn’t exist by default) in
SYS:\ETC called PATHTAB which contains entries such as: POSIXPath<space>NetwarePath

You may specify as many as you wish, using any text editor you please. So the first thing an administrator
might do is create an entry like this: /mygw<space>DATA:\

One might then expect that | could use /mygw/grpwise to refer in POSIX format to DATA1:\grpwise.
Similarly, if another directory was off the root of DATA1 called EXAMPLE, | could refer to it in NetWare
format as DATA1:\example and in POSIX as /mygw/example .

There is one complication, that isn’t so obvious: NetWare is really using a “mount point” to represent the
NetWare volume. The “mount point” must always exist on SYS, and can be more or less arbitrarily named,
(but shouldn’t collide with other directories on SYS). This is a roundabout way of saying that whatever
POSIX path specified in PATHTAB must have a corresponding directory structure on SYS. Let’s take another
step-by-step example.

» Create a POSIX path, and | have a directory named ANOTHEREXAMPLE off my GOOGLE volume. The
NetWare path would be GOOGLE:\ANOTHEREXAMPLE .

» Open SYS:\etc\pathtab, and add a mount point. Remember that | can name it how | want. In
this case I’'m going to decide that | want a POSIX path of /mnt/myothervol/anotherexample in
the end.

» Add: /mnt/myothervol<space>GOOGLE:\

» I'll save PATHTAB, and then | will create off SYS the following: SYS:\mnt, SYS:\mnt\myothervol.
The directory with which you are mapping to must be blank with no files in it. A POSIX
compliant program should now be able to use /mnt/myothervol/example and be redirected to
GOOGLE:\anotherexample.

How is this relevant to Redline?

> If you must change the internal configuration paths of Redline, they must be valid POSIX paths,
constructed as above.

» If you have integrations that use the PATH entry in RLAGENT.CONF, and for some reason WANT
to use POSIX, you can, but you must follow these guidelines.

» Redline handles the issue of log files transparently. All it does is create mount points named
sys:\mnt\posix\volume name and create a PATHTAB entry for you. This is done behind the
scenes, so normally you don’t need to worry about it.
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Report generation table

Redline Reports are generated from information that the Agents gather from your different system
components. This information can be stored inside Redline databases found at ../redline/db, and
referenced by redline reports found at ../redline/conf/reports. To aid in custom report generation, the
information sources are detailed below with their companion reports and files.

File or
Report Name Report File Name Database Information
source
GroupWise / CompareExchange.xml - Redline Internal
Exchange
Comparison
Configuration ConfigAll.xml reports_object_cont Various Sources,
Report: All Agents ent.html Config files, HTTP/XML
data, logfiles...
Configuration ConfigGUIN.xml reports_object_cont Guinevers settings.ini
Report: ent.html
Guinevere
Configuration ConfigGW4Vv4.xml reports_object_cont HTTP/XML data
Report: GWAVA 4 ent.html
Configuration ConfigGWAVA.xml reports_object_cont Various Sources,
Report: GWAVA 3 ent.html Config files, HTTP/XML
data, logfiles...
Configuration ConfigGWIA.xml reports_object_cont Various Sources,
Report: Internet ent.html Config files, HTTP/XML
Agents data, logfiles...
Configuration ConfigMTA.xml reports_object_cont Various Sources,
Report: Domains ent.html Config files, HTTP/XML
data, logfiles...
Configuration ConfigNMAA.xml reports_object_cont  Various Sources,
Report: ent.html Config files, HTTP/XML
Messenger data, logfiles...
Archive Agents
Configuration ConfigNMMA.xml reports_object_cont Various Sources,
Report: ent.html Config files, HTTP/XML
Messenger data, logfiles...
Agents
Configuration ConfigPOA.xml reports_object_cont Various Sources,
Report: Post ent.html Config files, HTTP/XML
Offices data, logfiles...
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Configuration
Report:
WebAccess

GW Mobile
Server
Connection
Analysis

GW Mobile
Server most
active User

Top 50 GMS User
Activity

GWAVA 4
Message
Processing
Analysis

System Wide
Current User List

System Wide
Current User List

Internet
Agent/Gateway
Data Transfer
during last 4 days

Internet Agent
Message
Summary

Internet Top 100
Recipients by
Message Count

Internet Top 100
Recipients by
Message Count

Internet Top 20
Recipient
Domains by
Message Count

ConfigWEBACC.xml

GMSConnectionAnalysis.xml

GMSMostActiveUser.xml

GMSUserActivity.xml

GW4V40perationAnalysis.xml

GWCurrFullUserList.xml

GWHFullUserList.xml

GWIAData.xml

GWIAMessageSummary.xml

GWIATop100RecipientsCount.x

ml

GWIATop100SenderCount.xml

GWIATop20RecipientDomainsCo
unt.xml

reports_object_cont

ent.html

gwmobile.db

gwmob2ca.db

gwmob2m.db

gwmobile.db

gwavad.db

global.db

global.db

gwiamsgs.db

gwiamsgs.db

acct.db

acct.db

gwiamsgs.db

Various Sources,

Config files, HTTP/XML

data, logfiles...

HTTP/XML data

HTTP/XML data

HTTP/XML data

HTTP/XML data

GW(Check files

GW(Check files

GWIA Logfiles and

History tables

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles
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Internet Top 20
Recipient
Domains by
Message Volume

Internet Top 20
Recipient
Domains by
Message Volume

Internet Top 20
Recipients by
Message Volume

Internet Top 20
Sender by
Message Volume

Internet Top 20
Sender Domains
by Message
Count

Internet Top 20
Sender Domains
by Message
Volume

Internet Top 20
Sender by
Message Volume

Internet
Agent/Gateway
Messages count
per User

HIPAA/Sarbanes-
Oxley Account
Audit

HIPAA/Sarbanes-
Oxley
Configuration
Report:
Guinevere
HIPAA/Sarbanes-
Oxley
Configuration
Report: GWAVA 4
HIPAA/Sarbanes-
Oxley
Configuration
Report: GWAVA 3

GWIATop20RecipientDomainsSiz

e.xml

GWIATop20RecipientsCount.xml

GWIATop20RecipientsSize.xml

GWIATop20SenderCount.xml

GWIATop20SenderDomainsCoun

t.xml

GWIATop20SenderDomainsSize.

xml

GWIATop20SenderSize.xml

GWIAUser.xml

HIPAA-SOX-AccountAudit.xml

HIPAA-SOX-ConfigGUIN.xml

HIPAA-SOX-ConfigGW4V4.xml

HIPAA-SOX-ConfigGWAVA.xml

gwiamsgs.db

acct.db

acct.db

acct.db

gwiamsgs.db

gwiamsgs.db

acct.db

acct.db

global.db

reports_object_cont
ent.html

reports_object_cont
ent.html

reports_object_cont
ent.html

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles

GW(Check files

Guinevers settings.ini

HTTP/XML data,

Various Sources,

Config files, HTTP/XML

data, logfiles...

Redline 3.5

Copyright © GWAVA Inc. 2011

70



HIPAA/Sarbanes-
Oxley
Configuration
Report: Internet
Agents
HIPAA/Sarbanes-
Oxley
Configuration
Report: Domains

HIPAA/Sarbanes-
Oxley
Configuration
Report:
Messenger
Archive Agents
HIPAA/Sarbanes-
Oxley
Configuration
Report:
Messenger Agent
HIPAA/Sarbanes-
Oxley
Configuration
Report: Post
Offices
HIPAA/Sarbanes-
Oxley
Configuration
Report:
WebAccess

HIPAA-SOX-ConfigGWIA.xml

HIPAA-SOX-ConfigMTA.xml

HIPAA-SOX-ConfigNMAA.xml

HIPAA-SOX-ConfigNMMA.xml

HIPAA-SOX-ConfigPOA.xml

HIPAA-SOX-ConfigWEBACC.xml

reports_object_cont
ent.html

reports_object_cont
ent.html

reports_object_cont
ent.html

reports_object_cont
ent.html

reports_object_cont
ent.html

reports_object_cont
ent.html

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Various Sources,
Config files, DC files,
HTTP/XML data,
logfiles...

Mailbox Activity MailboxActifityCheck.xml global.db

Check

Novell Self Audit NovellSelfAuditMLA.xml global.db GWCheck logfiles
Report (CLA)

Post Office Error PostOfficeErrorMsgAnalysis.xml  alerts.db Post Office Logfiles
Message Analysis

Post Office PostOfficeMessageSummary.xml poamsgs.db Post Office Logfiles
Message

Overview

Post Office PostOfficeOperationalAnalysis.x  poa.db Post Office Logfiles,
Operation mi data in History tables
Analysis and recalculated
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Post Office Size
Analysis

Post Office Top 20
Recipients by
Message Count

Post Office Top 20
Recipients by
Message Volume

Post Office Top 20
Sender by
Message Count

Post Office Top 20
Sender by
Message Volume

Post Office Top 50
Messages larger
5000 bytes

Post Office Top 50
Recipients by
Message Count

Post Office Top 50
Sender by
Message Count

Problem Analysis

Redline Table
Query Report

Redline Query
Report

Reveal Usage

PostOfficeSize.xml

PostOfficeTop20RecipientsCount
xml

PostOfficeTop20RecipientsSize.x
ml

PostOfficeTop20SenderCount.x
ml

PostOfficeTop20SenderSize.xml

PostOfficeTop50MsgsGreater500
0.xml

PostOfficeTop50RecipientsCount
xml

PostOfficeTop50SenderCount.x

ml

ProblemAnalysis.xml

QueryDBTable.xml

QueryReport.xml

RevealUsageAnalysis.xml

poa.db

global.db

poamsgs.db

poamsgs.db

poamsgs.db

poamsgs.db

poamsgs.db

poamsgs.db

poamsgs.db

alerts.db

reveal.db

Redline Internal

Post Office Logfiles

Post Office Logfiles

Post Office Logfiles

Post Office Logfiles

Post Office Logfiles

Post Office Logfiles

Post Office Logfiles

Alerts fired in Redline

This is just a help file for

the Query Reports

This is just a help file for
the Query Reports

Reveal database

Analysis populated with data
send directly from
Reveal
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Top 10 Domain
Disk Space Trend
Analysis

Top 10 Domain
Message
Processing
Analysis

Top 10 Largest
Post Office
Database

Top 20 Largest
Mailboxes

Top 50 Largest
Mailboxes

Trend Mobile
Server Data
Transfer/Duration

Trend Internet
Messages

Trend Messages /
Mailbox Size per
User

ToplOMTADiskSpaceTrendAnaly
sis.xml

Topl0MTAOperationAnalysis.xm
|

Topl0POADatabaseSizeAnalysis.

xml

Top20MailboxSize.xml

Top50MailboxSize.xml

TrendGMSMsg.xml

TrendGWIAMsgs.xml

TrendMBSizeHistory.xml

mta.db

mta.db

poa.db

global.db

global.db

gwmobile.db

gwiamsgs.db

global.db
gwustats.db

Redline internal

Redline internal

GWIA Logfiles

GWIA Logfiles

GWIA Logfiles, POA

Logfiles, GMS2 Logfiles

GWIA logfiles and
History tables

GWCheck and History

tables

Trend Post Office  TrendPOALogins.xml poalogin.db Post Office logfiles
Logins/Usage

Trend System TrendUptime.xml global.db Redline internal
Uptime

User Mailbox UserMailboxAnalysis.xml global.db

Analysis

GroupWise Vulnerability702VersionCheck.x - POA HTTP/XML
7.0.2/6.5.6 ml interface
Vulnerability

Check
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WebAccess User
Login Analysis

WebAccUserLoginAnalysis.xml webacc.db

WebAccess logfiles
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